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Securing the Internet of (broken) Things
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prplSecurity™ Framework

prplHypervisor™ prplSecureVM™ prplPUF™ AP prplSecureBoot™ prplSecureJTAG™
HW Virtualization Communications Physically Root of Trust In-circuit Debug
Unclonable Funcs
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What is SoC Hardware Virtualization?
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Security Foundation
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Physical Unclonable Functions [SRAM]




prplSecurity™ Live Demo




prplSecurity™ Demo — Application Concept

ISOLATED GUEST #1 ISOLATED GUEST #2 ISOLATED GUEST #3
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prplSecurity™ Demo- Building the firmware

. Clone GitHub repo

File Edit View Search Terminal Help

~$: git clone https://github.com/prplfoundation/prpl-hypervisor
~$: cd prpl-hypervisor
~/prplHypervisor$: git checkout demo-july-2016
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prplSecurity™ Demo- Building the firmware

. Make firmware

File Edit View Search Terminal Help

~$: git clone https://github.com/prplfoundation/prpl-hypervisor
~$: cd prpl-hypervisor

~/prplHypervisor$: git checkout demo-july-2016
~/prplHypervisor$: make
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prplSecurity™ Demo — Building the firmware

. Flash firmware

File Edit View Search Terminal Help

~$: git clone https://github.com/prplfoundation/prpl-hypervisor
~$: cd prpl-hypervisor

~/prplHypervisor$: git checkout demo-july-2016
~/prplHypervisor$: make

~/prplHypervisor$: make load
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prplSecurity™ Demo — Running the demo

Ping 192.168.0.2

File Edit View Search Terminal Help

cesare@cesare-pc:~% ping 192.168.0.2

PING 192.168.0.2 (192.168.0.2) 56(84) bytes pfdatm
64 bytes from 192.168.0.2: icmp_seq=1 ttl=64| time=6.60 ms
64 bytes from 192.168.0.2: icmp_seq=2 ttl=64| time=0.761 ms
64 bytes from 192.168.0.2: icmp_seq=3 ttl=64| time=4.20 ms
64 bytes from 192.168.0.2: icmp_seq=4 ttl=64| time=10.1 ms
64 bytes from 192.168.0.2: icmp_seqg=5 ttl=64| time=0.745 ms
AC

--- 192.168.0.2 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4003ms
rtt min/avg/max/mdev = 0.745/4.496/10.166/3.598 ms
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prplSecurity™ Demo — Running the demo

. Telnet 192.168.0.2

File Edit View Search Terminal Help

telnet 192.168.0.2 80

Trying 192.168.0.2...

Connected to 192.168.0.2.

Escape character 1s 'A]'.
95a84a049651e231f6d358d0e6ch3af20100000000000000000000000000008051126287be978¢f8
399628ce365e9e8fe9ad328a95514c27
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prplSecurity™ Demo — Running the demo

. Send commands

File Edit View Search Terminal Help

telnet 192.168.0.2 80

Trying 192.168.0.2...

Connected to 192.168.0.2.

Escape character is '~]°'.
95a84a049651e231f6d358d0e6cb3af20100000000000000000000000000008051F26287be978c T8
399628ce365e9e8Te9a4328a95514c27
95a84a049651e231f6d358d0e6cb3af20100000000000000000000000000008051F26287be978c T8
399628ce365e9e8fe9a4328a95514c271
95a84a049651e231fed358d0ebcb3aft201000000000000000000000000000080511T26287be978CTE
399628ce365e9e8fe9a4328a95514c272
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prpl Foundation Reference Publications

Security Guidance &prpl _—
for Critical Areas prplSecurity™ Framework

of Embedded Computing Application Note
SMART HOME SECURITY REPORT™ 2016

Research Findings

2 Smart device adoption has
reached a tipping point - the
smart home is already here

2 The smart home is woefully
insecure due to users’foilure to
follow best practices

o Smart home users prefer security
to usability and are preparedto
take more responsibility

®prpl Foundation AprptFoundation sudy

September 2016

Security Working Group
January 2016 Peer Reviewed Document
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