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IoT: Attack of the Clone Army?
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Some IoT Threat Vectors

Man-In-The-Middle
between machines

Faulty Device

Faulty Connection

Outdated Software/
Default Passwords
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Hack One – Control All

Each IoT Product million times the same.

One Breach = One Clone Army. 

Billions of IoT devices in the near future.
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BreakingNews
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Breaking Old News

145,607 hacked digital 
video recorders and IP 
cameras.
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Where to Go From Here?
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Prevention from the Ground Up

Software

Each component needs security Each integration needs security

Manufacturer

Consumer
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Securing Software Lifecycle: Automation

Source 
Code 

Security
Analysis

Smart
Protocol
Testing

Security Test 
Plan

Optimization
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Example: Protocol Fuzzing

Protocols
Software systems and components communicate

Automated Malformed Input Testing
Finding unknown, exploitable vulnerabilities

Hacking Preventions
Patch holes before exploitation 
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Example: Static Code Analysis

XSS, Injections, CSRF,
Security vulnerabilities

Memory violations,
Logic errors, Defects

Race conditions, Memory corruption,
Concurrency errors, Deadlocks

automated scan during coding
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Securing Software Supply Chain: Automation

Smart
Protocol
Testing

Software 
Compostion

Analysis

Runtime 
Security 
Analysis
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Example: 3rd Party Component Scanning

of binary 
component signatures of open source 

projects data base

Daily updates from National 
Vulnerability Database (NVD)
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Example: Runtime Monitoring

Live tracking of data.

Analyzes code as it runs, line by line
Tracks data throughout the application
Maps business processes in the application
Simulates attacks (exploits) 

Integrate with test systems.
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Automated DevOps Security: Real-time View
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Independent Security Authorities

IoT Cyber 
Security

Assurance

Secure
Software

Dev

Cyber
Secuirty

Insurance
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Example: UL 2900 Cybersecurity Assurance Program

Assessment with time-bounded certification horizon. 
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Summary
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75-300 billion networked devices by 2022 
– David Bray, CIO FCC

Security pros think over 50% of IoT products are insecure 
– IOActive

Cybercrime costs $3 trillion to economy 
– World Economy Forum

Challenges Are Not Getting Smaller.
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Signoff for 
Software Development

Software

Signoff for 
Supply Chain

Signoff for 
Consumer Confidence

No Single Responsibility
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Future Challenges

How to Stop Breaches from Spreading?

Shutting Down Rogues IoT Systems?

Legal & Technical Constraints?

Geopolitical Implication?



Contact

Dr Ralf Huuck
Synopsys
ralf.huuck@synopsys.com

Q&A


