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How not to become another security 
headline… 

Craig Heath, Jeff Day, Richard Marshall 

 

IoT Security Foundation 
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Headlines and the Compliance 
Framework 
 

Richard Marshall 
IoTSF Plenary Chair and CEO Xitex Ltd 



We can’t carry on like this  



1. Clear and auditable requirements 

2. Classifications of requirements: 
– Integrity 

– Availability 

– Confidentiality 

3. Applicability of requirements 
1. Initially Consumer focussed 

4. Certification Questionnaire 

 

Compliance Framework Goals 
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How would this have 
impacted some of the hacks 

to date…? 
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Mirai self propagates itself creating botnets through 
insecure IoT devices such as routers, IP Cameras, Printers 
and DVRs: 

1. Spreads by scanning the Internet for IoT devices which use 
factory default or hardcoded login names and passwords 

2. Logs into the device and downloads malicious software which 
connects to a central command and control server. 

 

 

“Researchers Discover 500,000 IoT 
Devices Vulnerable to Mirai Botnet” 
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The Framework covers exploits such as these: 
2.3.5.5 - If a connection requires a password or passcode or 
passkey for connection authentication, the default password or 
factory reset password is unique to each device.  

2.3.6.12 - The product allows the factory default or OEM login 
accounts to be disabled or erased or renamed. 

2.3.6.13 - The product supports having any or all of the factory 
default user login passwords, altered prior to installation. 

2.3.3.1 - The product has measures to prevent unauthenticated 
software and files being loaded onto it.  

 

Mitigation of Mirai on IoT 
Devices 
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The iKettle is relatively insecure through: 
1. The kettle does not authenticate the WiFI AP it is connected to 

by anything other than it’s SSID thus allowing it to be 
connected to a fake AP 

2. The Telnet service on the kettle has a default PIN of ‘000000’ 
allowing a remote Telnet session. 

3. This allows the attacker to get the kettle to dump out the WPA 
PSK  using the AT-KEY command for the WiFi network  

 

 

“How A Researcher Hacked iKettles to Steal 
WiFi Passwords All Across London” 
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The Framework covers exploits such as these: 
2.3.4.3 - All interactive operating system accounts or logins have 
been disabled or eliminated from the software. 

2.3.5.5 - If a connection requires a password or passcode or 
passkey for connection authentication, the default password or 
factory reset password is unique to each device. Examples are WiFi 
access passwords and Bluetooth PINS. 

2.3.5.6 - Where a wireless interface has an initial pairing process, 
the passkeys are changed from the default prior to providing 
normal service.  

2.3.5.9 - All network communications keys are stored securely. 

 

Mitigation of attack the iKettles 
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Attack of Carly doll by Ken Munro & Tim Medin revealed: 
1. The phrase database can be modified despite the app SQL 

database being encrypted – the password –is stored in 
plaintext in the phone app 

2. Any Bluetooth system can connect to Carly and use it as a 
speaker or as a remote device, albeit only one device can be 
connected to a Carly doll at any one time… 

 

 

 

“Talking Doll Cayla Hacked To 
Spew Filthy Things” 
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The Framework covers exploits such as these: 
2.3.6.8 - The product securely stores any passwords using an 
industry standard cryptographic algorithm.  

2.3.5.1 - The product prevents unauthorised connections to it or 
other devices the product is connected to, at all levels of the 
protocols.  

2.3.5.5 - If a connection requires a password or passcode or 
passkey for connection authentication, the default password or 
factory reset password is unique to each device. Examples are WiFi 
access passwords and Bluetooth PINS. 

 

 

Mitigation on Carly 
vulnerabilities 
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Attack of DSL Routers through open port 7547 normally 
used for TR-069 remote management. 

1. Through port 7547 use TR-064 SOAP "NewNTPServer” 
command to download a file name  ‘1’ through ‘7’ into local 
temp directory and then executes the ‘1’ file… 

2. Deletes itself from filesystem so that it only resides in memory 

3. Close vulnerable port using iptables to prevent further attacks 

4. Using DNS 8.8.8.8 resolve command and control servers 

5. Using the WAN port scan internet for open TCP 7547 ports 

 

 

 

“New wave of ‘Mirai’ attacking 
home routers” 
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The Framework covers exploits such as these: 
2.3.3.1 - The product has measures to prevent unauthenticated 
software and files being loaded onto it 

2.3.3.3 - Where remote software upgrade can be supported by the 
device, the software images are digitally signed by an authorised 
trust entity. 

2.3.5.1 - The product prevents unauthorised connections to it or 
other devices the product is connected to, at all levels of the 
protocols.  

 

 

Mitigation of Port 7547 attack 
on home routers 
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Headlines and Best Practice 
Case Studies 
 

Jeff Day 
WG2 Chair and Senior Security Consultant BT plc 
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“Entering the network via the dongle was extremely easy, as 
the device runs its own Wi-Fi network. This network is secured 
only by an 8 (numeric) digit password […] (and is easily 
cracked). A successful brute-force attack […] allows 
unauthorized […] access to the network.” 
 

“Would you sell a root shell in your network for $25 dollars?” 

“Vendors themselves should be aware of the information security 
aspect at the time when new IoT devices are still at the product design 
stage. This is crucial to avoid introducing security flaws such as the 
ones we detailed in this blog.” 

Use good password management techniques, for example no 
blank or simple passwords allowed, permit non-
alphanumerics (e.g. + or *) as well as letters and digits. 
(See additional material on IoTSF web site) 

www.checkpoint.com 



www.sec-
consult.com 

A certificate issued to a "Daniel“ […] is used in firmware from [add several well known hardware vendor names here]. 
This certificate is found in a [popular] SDK. The affected vendors used it as a basis to develop their own 
firmware. More than 480,000 devices on the web are using this single certificate. 
 
A certificate issued […] in Bangalore, India is used in firmware from [add several well known hardware vendor names 

here]. This certificate can be attributed to a [popular] SDK for ADSL2+ routers. Over 300.000 devices on the web 
are using this certificate. A SSH host key can be attributed to this SDK as well. 
 
A certificate issued to "MatrixSSL Sample Server Cert" is used in WiMAX gateways from [add several well known 

hardware vendor names here]. All affected devices use the same code base […]. At least 80.000 devices on the web 
are using this certificate. 

Every certificate must be unique and therefore only exist on one 
device. Do not copy digital certificates across multiple devices. 
 

(See additional material on IoTSF web site) 
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Headlines and Vulnerability 
Disclosure 
 

Craig Heath 
WG4 Chair and Director, Franklin Heath Ltd 



How Not To Manage It… 
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“ "We are aware of the 
report on Twitter…" an 
Owlet spokeswoman 
told us. ” 



Making The Best Of It… 
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“…triggered 
Philips to release 
a firmware patch 
for owners of its 
"Hue" connected 
bulbs. ” 



IoT Security Foundation WG4 
Vulnerability Disclosure Guidelines 

1. Introduction 

2. Vulnerability Disclosure 
Process Guidelines 

3. Internal Organisation 
and Processes 

4. References and 
Abbreviations 

Web Site 

Sample Web Page Text 

Means of Contact 

Communicating with the Researcher 

Resolving Conflict 

Timing of Response 

Security Advisory 

Credit where Credit is Due 

Money 

Discouraging Damaging Actions 
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Practising What We Preach 

08/12/2016 23 IoTSF Conference London Dec 2016 



Questions… 
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More information on: 
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 Best Practice Guides 
 Compliance Framework 
 Vulnerability Disclosure Guidelines 

 
 Can be found at can be found at: 

https://iotsecurityfoundation.org 
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Thank You! 
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