. g0 Dorrendorf




s Diverse
G Lo S product
i F Rising Multiple

attacks R&D teams

Different
security

Evolving
threat
intelligence

Updated
standards
and
regulation

chain
security




Rising attacks on loT

Today

3,000,000 2,765,000 8,000
7,242

7,000
2,500,000 m
6,000
2,000,000
5,000
1,500,000 4,000
3,000
1,000,000
2,000
500,000 4B
108,333 1,000
0 0
N & & M & o Q N Q X
P > P 0y P P P P P >
I |
Projection
Global Number of Number of detected malwares Number of reported
. loT devices (Billions) . Against loT devices . Infected devices

Source: Statista Source: Kaspersky Lab Source: VDOO Research



Our research

.

: 0

3,737 162,151 50

Auto-analyzed loT Aggregated loT 0-day
embedded systems vulnerabilities vulnerabilities



The state of 10T security
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Vulnerabilities in these loT cameras could
give attackers full control, warn
researchers

Researchers at VDOO discover vulnerabilities which, if left unpatched. could allow attackers to take
devices or rope cameras into botnets.

Researchers at VDOO disclosed seven vulnerabilities in
nearly 400 models of internet-connected cameras made by
Axis Communications. These vulnerabilities would allow
an unauthenticated remote attacker to take control of any
of the vulnerable models of cameras without needing any

login credentials. While there have been no confirmed

itrol of the

exploits in the wild, this situation highlights the dire need







The problems with the manual approach
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The advantages of the automated approach
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The loT security process

Training Requirements Implementation Verification Release




Creating a requirements database
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Linking related objects
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Filtering relevant requirements
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Integrating existing standards

HOW STANDARDS PROUFERATE:
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Integrating existing standards
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Mapping requirements
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IoTSF Compliance Framework Assessment Form

Security Foundation

2,496 All the product related cryptographic functions are sufficiently secure for the lifecycle of the ...
A

. . @ VDOO Taxonomy ¥

¢« > C =
REQ.CRYPTO.DEPRECATE REQ.CRYPTO.NIST
Avoid deprecated, outdated and insecure algorithms Use NIST Suite B algorithms: £ * * **

SHA-256 or higher, and RSA * * . . .
REQCRYPTOSIZES REQCRYPTO.STANDARD x €eniIsa ENISA Baseline Security Recommendations for loT
Use NIST-approved key and modulus sizes for Use only standard and accept * .
cryptographic algorithms algorithms *
GP-TM-22 Ensure default passwords and even default usernames are changed during the initial setup, ...

Ensure default passwords and even default usernames are changed during the initial setup, and that weak,
null or blank passwords are not allowed.

REQ.PASS.ENFORCE-CHANGE REQ.PASS.COMPLEX

Force the user to change the default password on Enforce password complexity
first login

REQ.AUTH.CHANGE-ADMIN REQ.AUTH.CHANGE-USERNAME

Support changing the administrative username Support changing usernames on all accounts



Filtering to a selected standard
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Automatic scanning for requirement status
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Security as part of continuous integration
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Post-release protection
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Conclusion
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What is the right security level for my product?

What do | already have in my product?

What gaps do | have?

How to bridge the gaps?

How can | be trusted by my customers?

How can | maintain trust and security?



Conclusion
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