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The challenges of IoT security architecture



Rising attacks on IoT
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The state of IoT security





The problems with the manual approach
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The advantages of the automated approach
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The IoT security process
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Creating a requirements database
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Linking related objects
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Filtering relevant requirements
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Integrating existing standards

https://xkcd.com/927
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Integrating existing standards
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Mapping requirements



Filtering to a selected standard
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Automatic scanning for requirement status
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Security as part of continuous integration
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Post-release protection
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Conclusion

01 What is the right security level for my product?

02 What do I already have in my product?

03 What gaps do I have?

04 How to bridge the gaps?

06 How can I maintain trust and security?

05 How can I be trusted by my customers?



Conclusion

Massive data set (over 20K firmwares)
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