How to Test the Security of an Arm Cortex-M
loT device using Open Source and Free Tools
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Agenda

* What are the issues?

» Use of models

» Reverse engineering with Ghidra
 Unicorn testbench

+ Extracting state from GDB with GEF
* Fuzz Testing
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DOULOS Alternatives to Testing
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What are the issues?

* Vulnerabilities not easy to find/investigate?
* Understanding what attacker might do

* Free Web and Linux security tools not appropriate for
Cortex-M?

A

1 * Commercial security tools/testers too expensive?
o\

(2]
o
>
o
(&
>
a
)
o
o
I\
©
=
d=
2
S
>
Q.
o
O

DOULOS



Use of Models

* Hardware might not be available for vulnerability tests

Virtual platform can model physical device

° Enables invasive tests without damaging hardware

° Provides similar visibility to hardware debugger
* Tests easy to automate with scripts

* Open-source QEMU emulator widely used for SW
development

A

* Requires device models (not just CPU)
JOON
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Simple Example Vulnerability (1)

char user[40] = ""; ( Buffer for input string >

for (int32 t nchars=0; nchars < 40; nchars++) {

int32 t ¢ = uart0_getchar (UARTO BASE PTR);

user [nchar81‘6\<\< Get string from UART )

Write string to buffer )

}
do bad() ;

\< Function to process input string )
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Simple Example Vulnerability (2)

volid doBad () {

Local variables on stack>

char outbuf[512]%
char buffer[512];

sprintf (buffer, "ERR Wrong command: %.40s", user);

2"d arg is format string! >

sprintf (outbuf, buffer);

}
Malevolent Input strin 0
1.\ C Y pu | g)—» /o497d\\x9d\x06\x00}

DOULOS CHex values)/'Y
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| Simple Example Vulnerability (3)

( Stack )

0x00000961 ~|
0X20005F70 |

void doBad () {

Function
return
addr

char outbuf[512];

char buffer[512];

\
push {r7, 1r}

A/\\ add sp, #-1024 ¢ Prologue>

add r7, sp, #0__
( outbuf \ \
\_ /

A mov sp, rl
1.\ k add sp, #1024 —<Epilogue>

DOULOS > POP {7, pc}

Copyright © 2019 by Doulos
J
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Ghidra

* Open Source Reverse Engineering tool developed by
US National Security Agency (NSA)

* Runs on multiple platforms (requires Java JDK)

* Supports multiple architectures (including x86, Arm
Cortex-M and Arm Cortex-A)

* Disassembles binary image (e.g. dumped from SPI
FLASH)

* Generates readable C code from disassembled image

A

/.\ * Similar capabilities to IDA Pro (commercial tool)
DOULOS
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A 5 Ghidra Import Raw Binary

* Need to select format of raw binary

* format of .elf is auto-detected

ﬁj Import C:/Uszers/dl/workspace.kds_emb_sec_dev/string_fmt_stack_threat/Debug/... X

Format: |Raw Binary v|@

Language: |ARM:LE:32:Corte1cdefault " |

Destination Folder: |Id4ﬁzq_play:f " |

Program Mame: |p|ayﬂ.bir1 |

Options...
A
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Ghidra Initial Results

@9 CodeBrowser: kid6z4_play:/playD.bin — o x

File Edit Analysis Navigation Search Select Tools Window Help

H e = BBEFER|JIDULFEYE- @@ o | vEIBGLOBOERE | @

= smbol ™ X # @ El-[x
[l Imports ~ T 1
5 Eworts Isassel I I e 2 |void FUN_000008d4 (void) enera e
PE T -
- [ Functions e 3
FUN_D0000438 o 4
PN onotnean KA AR KA AR ARk KKk AR A K 1! geineds 1oeer 205
FLIN_00000504 i, ] (HEREIEI[m 6| undefineds us ;
FUIN_00000618 undelined Hiel CEla R 7| undefineds 1oca1_za;
FUN_000007ec undefinedd Stack[-Oxc)/:4 local c g undefinedd uStackaz;
FUN_0D000800 o | undefineds local_lc;

FUN_00000828
FUN_0D000850
FUN_0000088¢ I I lal n

FUN_000008c4 4_’—-

=

undefined4 uStack24;

=
=

int local_l4;

=
5}

undefined *local 10;

=
w

int local c:

undefinedd STECL-URI0T T I0CaL 10

¥

FUN_000009b0

=

FUN_0000112¢() ¢
local_l0 = PTR_s_Hello_World!3x_%x_$x_3=_%x_%x_3x_0000098c;
local_lc = *(undefinedd *)PTR_PTR_DAT_00000930:

uStack24 *(undefined4 *) (PTR_PTR_DRT_ 00000930 + 4);
local_24 = *(undefined4 *)PTR_DAT_00000994;

FUN_00000a00 undefinedd Stack[-0x14]:4 local 14
FUN_0D000afc
FUN_00000b32
FUN_0D000b63
FUN_000010a4

=

=
w3 )

=

=
7]

undefinedd Stack[-0xlc]:4 local lc

b h h h h ok S o Sk o S ch S ok Sk o R Sh ok S R

FUN_000010d8 P R 20 | uStack32 = *(undefined4 *) (PTR_DAT_00000994 + &);
FUN_0000112¢ undssine tack([-0x24] :4 local_ 21| local_2c = *(undefined4 *)PTR_DAT_00000895;
definedd Stack[-0x2c] :4 local 2 - - -

FUN_0D00113¢ nndesins ‘:0220[0’3;1 el:4 local 2 22 | wuStack0 = #(undefinedd ) (FTR_DAT 00000893 + 4);

FUN_D00013c4 1 00020844 50 5 O . . 23 | FUN_000010a4 (PTR_s_Hello World!$x_%x_$x_Sx_%x_tx_ix_D000098c,uStackin, PTR_DAT_00000998 +
%) 0-f PN s S SR 24| localc = 0:
g : ey e s
S a a 7,50, #0x . .

2 if (0x27 < local c) |
o ro ral I I 000008da 00 £0 27 £ 5 FUN_0000112, N -
a i © - ° 27 |LAB 0000085c:
000008de 2b b 1dr ©3, [PTR_s_Hello_fWorld!ex_%: . U 00000550 ()
000008e0 3b €2 t Z=vs_Hello_World!$x_$x_ . - i
3 Uﬂﬂm;z s str [3 Z—l: OoTLaTEE_Sx_Sx 25 FUN_00000828 (PTR_DAT_00000%a4, slocal 1c):
o Syl I I O S oaa0es 2 1a T ra"_x . 0 FUN_00000828 (PTR_DAT_000003a8, elocal_24)
— 00000;6 o ;d - 'r[llri; £TR DT 00000850] 51 FUN_00000828 (PTR_DAT_00000%ac, slocal_2c):
o e a 4a r 2, \_PTR_DAT | - do |
i 21, 20 =

& lagobin 00000%es 03 ca idnis 2t z0, £l J=>PIR DRI 00 33 /* WARNING: Do nothing block with infinite loop */
© A %, ' . 34 } while{ true );
— string 00000822 03 c3 stmia ril=>local_lc,[ z0, rl }=3l s )
= undefined1
(o)) X opo00ges fe 23 = Toadne b 36 local 14 = FUN 000013c4 (DAT 0000099c); ¥
= %, undefined4 < > < >
S
> ? generic_dib
Q EAES
o =_—

DOULOS e —

@ I 000008d4 FUN_000008d4 push {r7,Ir } 1 0
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5 ~ Ghidra Program Structure
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Sources of Information

* |f MCU known — look in Reference Manual!

39.2 Register definition

The UART includes registers to control baud rate, select UART options, report UART
status, and for transmit/receive data. Accesses to address outside the valid memory map
will generate a bus error.

UART memory map

2331?: Register name Width Access | Reset value Section/
(hex) (in bits) page
4006_A000 |UART Baud Rate Register High (JARTO_BDH) 8 RW 00h 39.2.1/749
4006_A001 |UART Baud Rate Register Low (UARTO_BDL) 8 RW 04h 39.2.2/750
8 4006_A002 |UART Control Register 1 (UARTO_C1) 8 RW 00h 39.2.3/750
g 4006_A003 |UART Control Register 2 (UARTO_C2) 8 RW 00h 39.2.4/752
a 4006_A004 |UART Status Reqgister 1 (UARTO_S1) 8 RW COh 39.2.5/753
g 4006_A005 |UART Status Reqgister 2 (UARTO_S2) 8 RW 00h 39.2.6/755
§ 4006_A006 |UART Control Register 3 (UARTO_C3) 8 RW 00h 39.2.7/757
© A 4006_A007 |UART Data Reqister (UARTO_D) 8 RW 00h 39.2.8/758
% 4006_A008 |UART Match Address Registers 1 (UARTO_MAT) 8 RW 00h 39.2.9/759
% . Table continues on the next page...
o
S DOULOS KL46 Sub-Family Reference Manual, Rev. 3, July 2013

748 Freescale Semiconductor, Inc.
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Ghidra Annotated Results

&P CodeBrowser: kid6z4 pl
File Edit Analysis

Navigation

+/play.bin

Search Select Tools Window Help

B e = BPRBPR  JIDULFRYE: @f|co | VEIBGL0BOEHES | @

o x

-".\WI@MIi\E'IXII

osichar- oG | W | | o[- X

G W~ x

i & 1 -
F TN o000 A . int UART_get_char(int iParml) 2 |void main(void)
| | | I ~. 3
o noooosq AR O S 1 T 4|y 1
F FuN_pooor: 0000038, R pR R I I lal n
§ FUN_D0DD1¢ 0000095b D Sy undefinedd local 2c7
f  FUN_DOOO1E | } while ({*(byte *)(iParml + 4) & 0x20) == 0): €| ullefiggdé uStack
f mRQ PTR 5 Helio Horld!ss 3x sx % 7 return (int)*(char ¥} (iParml + 7); 7 undefinedd Mecgl 247
5 Hello_World!$x_$5_$x_3x
f man == - === 5 |1 5| undefinedd uStacilay
00000%8c 18 15 00 00 addr s_Hello_World! ~.
F NotUsed AsLto o 5| undefinedd local_lc; ~
f o oprintf 10 | undefineds uStackzd; 'S
F printfinterr FTR_FTR_DAT_ 00000830 .
printt_ 11 int local 14; ~
§ printf_putc 00000930 50 15 00 00 addr FTR_DAT_000015 . .
iz undefined *local 107 AN
F o Reset L3 int char counts M
f UART get_c PTR_DAT_00000934 A RT O D L \
00000824 58 15 00 00 dd DAT_00001 l | .
i iahé::mj“t-‘ sdds - L5 | FUN_oooollze(); \
& -_ = L6 | local_l0 = PTR_s_Hello_World!Sx_$E_$x_3x_3x_S%3x
»~  H_DataAbor PTR_DAT_00000993 - - - -~ e il
> HFIQ - 17 | local_lc = *(undefinedd *)BTR_ETR_DAT_00000330;
-t 00000998 60 15 00 00 addr DAT_00001560
> HIRQ - 12 | uStack2s = *(undefinedd *) (PTR_PTR_DAT_00000330 + 4);
» H_NotUsed bRET 0 12| 1ocal 24 = #(undefined4 *)PTR_DAT 000009347
+  H_Prefetchs = 20 | uStack32 = *(undefined4 *) (ETR_DAT 000 + q‘:.-
: :_Sjsszsu / 21 | 1ocal 2c = *(undefineds *)PTR_DAT !
N 22 | uStack4n = *(undefinedd *) (PIR_DAT 00000935 +'4):
~  Hlndefinec | — 0000099¢ 00 a0 06 40  undefinedd 4006R000h < ( - ) (PTR_DAT_ 4
»  Prefetchabo 23 | printf{PTR_s_Hello_World!¥x_$x_$x_S=_$x_3x_%j 00000%98c,ustac
®  serial_port_ —_— 24 | char_count = 07 A
» SupermsorC, DAT_00000%20 I ,
[ v e if (0x27 < char _count) [
< > 00000%a0 88 €0 ££ 1f  undefined4 LFFFE0SSh N - .
2NgaB_0000095¢c: /
Filter: =2 22 FUN_00000850() 7 .
FTR_DAT_00000%a4 -
23 00000828 (FTR_DAT_00000%a4,slogal lc);
00000%a4 44 15 00 00 addr DAT_00001544 .
2 TweM..| v X 30 FURNQ000828 (FTR_DAT 00000523, slecal 24);
= - | e - 51 FUN_000Wg28 (PTR_DAT_00000%ac, Hocal_2c):
==l PTR_DAT_00000%a8 - o wl (FZR DAL -2
2 o
N = | 0000098 42 15 00 00 adde DAT_00001543 /
- = 22 WRRNING: Do’nothing block with infinite
A8 Data Types ~ 54 hile( t :
% oultrmypes PTR_DAT_000009ac s ; b ovbile( trae ) /
o ) 000009ac 4c 15 00 00 dd DAT_0000154
- Likplaybin e s adar - c i se local 14 = URRT_get_char (UART 0);
%, sting < 24 g Ll || cH] URRT_put_char (UART_0, (int) (char)local 14);
-, undefinedt 2 gix|F % (undefined *) (DAT_000009a0 + char count) = (char)local 14
~ 4, undefined4 - - 139 if (local 14 == 0xd) {
generic _dib ¥ a0 UART_put_char (VART_0, 10} 2 v
e T8 . .

®|

Innnnngsc
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Unicorn Emulator

Uses QEMU JIT CPU emulation — fast!

* Written in C but also has Python API

* Supports multiple architectures, including Cortex-M
* Various levels of instrumentation provided:

° Single-step or break on particular instruction

°* Memory accesses

* Dynamic read/write of registers and memory

* EXxceptions/events with user-defined callbacks

14



Unicorn Basic Python Testbench

finput = open('idata.txt', 'rb')
mu = Uc (UC_ARCH ARM, UC_MODE_ ARM)
mu.mem map (0x0, STACK ADDR)

mu.mem map (0x40000000, 0x100000)

#Open code from file ADDRESS = 0x00008d4
file = open("play.bin","rb") STACK ADDR = 0x20006000
CODE = file.read (0x168c) I

#Write machine code to previously mapped memory

R mu.mem write (0x0, CODE)

1.\ mu.reg write (UC ARM REG SP, STACK ADDR)
DOULOS mu.emu start (ADDRESS+1, ADDRESS + 80)
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Unicorn — Adding a Callback

# callback for read of UART

def hook uart read(mu, access,
address, size, value, user data):

print ("UART read")

mu.mem write (address, finput.read(l))

UARTO D = 0x4006A007 «( Address of UARTO_D register)
]

mu.hook add (UC_HOOK_ MEM READ; hook uart read,
begin=UART O_D , end=UART O_D)

16



Unicorn — Display Registers

def dump regs (mu) :
r0 = mu.reg read(UC ARM REG RO)
rl = mu.reg read(UC ARM REG RI1)

r2 = mu.reg read(UC ARM REG R2)

ro = mu.reg read(UC_ARM REG R6)

8 r7 = mu.reg read(UC_ARM REG R7)

= sp = mu.reg read(UC_ARM REG SP)

g A print ("Regs = {0x%0x,0x%0x, 0x%0x,

5 0x%0x,0x%0x,0x%0x,0x%0x, 0x%0x, 0x%0x}"
g /. $(r0,rl,r2,r3,r4,r5,r6,r7,sp))

DOULOS
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Unicorn — Peripheral Reg Names

* Peripheral register details listed in CMSIS pack
ArmeckeEiL

f  Products  Download

Product Information
Product Overview
Supported Microcontrollers

Shows and Seminars.

Technical Suppert
Support Knowledgebase
Product Manuals
Application Notes

Discussion Forum

Software Downloads
Product Downloads
File Downloads

Other Information
Books
Links

Contact Information
Corporate
Sales Channels.

Distributors

Events Support Videos

Home / MDK5 Device List | MKL46Z256wad.

NXP MKL46Z256xxx4

ARM Cortex-M0+, 48 MHz, ROM, RAM

The Kinetis(r) KLd4x MCU family combines ultra-low-power
performance with a rich suite of analog, communication, timing
and control peripherals (including a segment LCD controller) for
applications like electronic scales, flow meters. smart meters.
and thermostats.

= Includes multiple flexible low-power modes, including new
compute mode which reduces dynamic power by placing
peripherals in an asynchronous stop mode

= Features security circuitry fo prevent unauthorized access fo
RAM and flash contents

Provides a migration path to lower and higher performance
and feature integration through compatibility with other
Kinetis families

Backed by robust development tools and software

> Core ARM Cortex-M0+, 48 MHz

> Clock & Power 48 MHz

& Quick Links
= Board List
= Software Packs
= MDK Version 5
= Legacy Support
= Feedback

Content Statement

The information displayed on this page
is supplied by NXP. This content is not
moderated, owned, nor validated by
ARM.

Silicon Supplier
= NXP x

Device Family Pack
Support for this device is contained i
Device Family Pack for MKL46Z4

MXP > MNXP.MKL46Z4_DFP.10.0.3

O MName -
arm
cmsis_drivers
drivers
iar
project_template
template
utilities
@' fsl_device_registers.h
n LA&_OPT_Base_License.htm
B LA OPT_WOLFSSL_EVAL htm
@' Licenses.tut
[o MKL46Z4.h
| | MKL46Z4.xml
[af MKL46Z4 features.h
D MNXP.MKL46Z4_DFP.pdsc
[;1' SW-Content-Register.txt
[&f system_MKL46Z4.c
[&f system_MKL46Z4.h

18
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Unicorn — Peripheral Reg Names

import pickle

from cmsis_svd.parser import SVDParser
parser = SVDParser.for xml file('MKL46Z4.xml')
svns = {}
for peripheral in parser.get device() .peripherals:
for register in peripheral.registers:
regname = "3s %s"$ (peripheral.name,register.name)
regaddr = peripheral.base address + register.address offset
svns.update ({regname:regaddr})
f = open('MKL46Z4.pickle', 'wb')
pickle.dump (svns, f)

f.close

(Python cmsis_svd module can convert to pickle fiIe)

19
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Unicorn — Peripheral Reg Names

* Python testbench can load pickle file

import pickle
fregs = open('MKL46Z4.pickle', 'rb')

PREGS = pickle.load (fregs)

* Testbench code can now use register names

mu.mem write (PREGS['UARTO _S1'], struct.pack('I',Oxffffffff)
print ("UARTO S1 0x%0x" % (PREGS['UARTO_S1']))

mu.hook add(UC_HOOK MEM READ, hook uart read,
begin=PREGS['UARTO D'], end=PREGS['UARTO D'])

)

20
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2.2

Unicorn - Disassembly

* Python capstone module disassembles code

import capstone

md = Cs(CS_ARCH ARM, CS MODE THUMB + CS MODE LITTLE ENDIAN)

Callback can trace instructions

def hook code (uc, address, size, user data):
tmp = CODE [address:address+size]
for i in md.disasm(tmp, address):
if (sz == 2):
print ("#0x%x:\t%s\t%s" % (ul6(tmp), i.mnemonic, i.op str))

dump regss (uc)

21
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Q Unicorn Testbench Results

[Init]
UARTO S1 0x4006a004
[Emulation]

>>> Tracing instruction at 0x8d4,
instruction size = 0x2

>>> Instruction code at [0x8d4] =#0xb580: push {r7, 1lr}
Regs = {0x0,0x0,0x0,0x0,0x0,0x0,0x0,0x0,0x20006000}

>>> Instruction code at [0x13e6] =#0x79db: 1ldrb r3, [r3, #7]

Regs =
{0x4006a000, 0xa, Oxffffffe0,0x4006a000,0x0,0x0,0x0, 0x20005fc0, 0x
20005£fc0}

UART read

22
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Improving Emulator Accuracy

* Can pre-load register and memory contents

°* Memory and registers can be captured from hardware
debugger

* GDB includes Python API

* GEF (gef.py) includes features to dump reg/memory

def dump regs():
for reg in current arch.all registers:
reg val = get register (reg)
reg state[reg.strip() .strip('$')] = reg val

return reg state

23
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Automating Vulnerability Tests

* Fuzzing is a technique to generate and apply a large
set of input data to see if anything breaks!

* afl-unicorn combines popular "American Fuzzy Lop"
fuzzer with Unicorn emulator

° Support includes Cortex-A

* Cortex-M requires some additional work

24
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Alternatives to Vulnerability Tests

* Check for violations of CERT C coding rules

° Requires static analysis tool

* Perform thorough Threat Modelling at design stage

* Microsoft Threat Modeling Tool is free!

* Use a secure design framework

* Arm PSA — see next slide

25



Arm PSA

Platform Security Architecture (PSA)

The open device security framework, with independent testing

Analyze r—
Threat modelling }—_ — g o
mw— psacertified™ ‘Q . @
. >
Hardware and firmware
architecture specifications BB GaRRt )
— LI &/ —-Ll Unlocking

| a2 digital
- a:} [=] flosy [R transformation
Hardware and software S L L)

(B

Independently testing SoCs,
devices and O%es

TW@ = —

I PSA: enabling right-sized device security

A

A arm
fe
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Arm PSA

Key Takeaways

PSA and PSA Certified Builds Trust in Devices and Data

PSA is a framework for security,
enabling the right amount of security
to be designed into devices through
the PSA Root of Trust, unlocking
innovation opportunities and digital
transformation.

arm.com/psa

PSA Certified assesses the framework through

Testing solutions have

— consistent developer APIs for

fundamental security

psacertified™ functions
functional 4PI

Providing multi-level

assurance and robustness

psacertified™ testing of the PSA-RoT
I

psacertified.org

For any questions contact Anurag.gup

@ 2039 Armmy Limitesd

arm

27
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