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https://www.unwomen.org/el

« ~ 35% of women worldwide
have experienced either
physical and/or sexual
wolence at some point.
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loT Security Foundation

CONFERENCE

The Longest Running Dedicated IoT Security Conference

Headline Sponsors

SECURE ®IAR

TUESDAY 26TH NOVEMBER - LONDON
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Secure Your Place

2019 Conference Highlights
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Perpetrator/criminal

| \
Technologies
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97%of Australlan case workers said
stated that perpetrators were

using technology to stalk victims
(SmartSafe, 2014)
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January August 2018: 920 recorded
survivors from technology-facilitated
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85% of respondents received onllne
abuse from a partner or ex-partner
(Women S Ald 2018)
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Online harassment

Cyber stalking

Spyware
Image -based abuse
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 \Voice control

- Audio recording
\03
* Video recording g,’v‘
PPPPPP d
- Data collectlon £5¢

. Shared accotifits

* Location tracking =
« Remote control

» Social media

* Machine learning
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A MAN HAS CREATED A MACHINE. NOW THE MACHINE WANTS TO CREATE A MAN. ..

B JAFFE PRODUCTION JJULIE CHRISTIE .n”DEl\/ION SEED” co-startin \;FIQITZ V\/EA\/ER

PR JAFFE Directed by DONALD CAMMELL Screenplay by ROBERT JAFFE, ROC[M/ RSON
,rﬂposed ond( ()ﬂdu( Ted by JERRY FIELDING Filmed in PANAVISION® and ME LQ)LOR
‘ A distrib CINIENAA INITERNIA ON RPORATION




@9 Audio recording
Could facllitate
remote
monitoring
and stalking.

() Voice control
May enable
perpetrators
to contact the
victim as well
as trace and
review a
person’s history
of commands
and purchases.

©) Router
Connects all
smart home
Te ch Ab u S e . Smart, Internet-connected devices present new tc:]iv:ﬁf;;%t
risks for victims of domestic violence & abuse
@) Wearable devices €) Laptops and tablets @ Security cameras and TVs
Could allow perpetrators to Accounts between devices are Could facilitate remote monitoring
track and monitor movements linked and could allow perpetrators and online stalking; video recording
and other behavioural patterns to change and review loT devices’ could facilitate image-based abuse
drawing on GPS signals and settings via an Internet browser. (such as revenge porn).
other collected data.
@) Remote control of heating, (® Smart security
@ Phones lighting and blinds Could provide access to doors
Could provide perpetrator an Could be used to coerce and through voice activation, apps, or
access point to control various intimidate victims by switching electronic key codes.
loT devices. systems on or off from afar.
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Disguised

Enhanced
functionalities

Expanding and
exacerbating reach
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Thank you.
L BJ§ Leoie Tanczer /| @leotanczt
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New device? What is your right to data portability?
This should enable you to send it to another company
to put it on to your new device or ask the producer of

BUt What ’S gOI ng your old devic.e to :send the data to the producer of
to happen 'I:O your new device direcily.
your data”?

European law may help
you to switch devices without
losing all your data.

According to Article 20 of

the General Data Protection
Regulation (GDPR) companies
have to send the data you

put into your device back

to you on request.
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Well...

Domestic abuse in England and Wales: Year ending March 2018

* Inthe UK, women are around twice as likely to
experience domestic abuse than men.

* The majority of victims of domestic homicides
were female (73%, or 293).

* The vast majority of defendants in domestic
abuse-related prosecutions were men (92%).

* Four in five female victims of domestic homicide
were killed by a partner or ex-partner (239,
82%); of which the majority of the suspects
were male (238).
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