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ENISA, EU AGENCY FOR CYBERSECURITY 
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HOW DO WE SECURE IOT? 



INDUSTRY 4.0 
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INDUSTRY 4.0 (SMART MANUFACTURING) 
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• Legacy industrial control systems 

• Vulnerable components in IT/OT 

• Insecure protocols 

• Management of processes 

• Increased connectivity 

• IT/OT convergence 

• Supply chain complexity 

• Human factors 

• Unused functionalities 

• Safety aspects 

• Security updates 

• Secure product lifecycle 

 

INDUSTRY 4.0 SECURITY CHALLENGES 
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INDUSTRY 4.0 HIGH-LEVEL REFERENCE MODEL 
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INDUSTRY 4.0 ASSET TAXONOMY 
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INDUSTRY 4.0 ASSET CRITICALITY 
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INDUSTRY 4.0 THREAT TAXONOMY 
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INDUSTRY 4.0 SECURITY MEASURES 
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• Convergence of IT/OT security 

• Security and privacy by design  

• Security of supply chain 

• Clarify liability across Industry 4.0 

supply chain 

• Foster economic & administrative 

incentives for Industry 4.0 security 

• Harmonization of Industry 4.0 

standards 

• Baseline for interoperability 

 

INDUSTRY 4.0 SECURITY RECOMMENDATIONS 

https://www.enisa.europa.eu/iot 
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IOT & SMART INFRASTRUCTURES TOOL  

https://www.enisa.europa.eu/iot-tool 
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IOT SECURE SOFTWARE DEVELOPMENT LIFECYCLE 

Just published! 
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