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Vulnerability Disclosure – Introduction 
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Who’s Testing Your Security? 

 

 

 

 

 

 

 

 

 Other bad reasons, not always discovered through disclosure! 
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Best Practice 

 Coordinated Vulnerability Disclosure 

 Define your disclosure policy 

 What’s “acceptable” testing? 

 Specify your disclosure timeline – usually 90 days 

 Nominate a Head of Security Response  
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Vulnerability Disclosure: Best Practice 2/2 

 <companydomain>/security page 

 Thank you page  

 Setup contact email addresses:  
– security@<companydomain> and securityalert@<companydomain> 

 PGP key 
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Proxy Disclosure 
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Zero-Day Market 
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The Legal Threats 
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Passing the Responsibility 
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Doing it Right 

 Keep a timeline 

 Be nice 

 Proof of concept 

 Communicate 

 Deploy fixes 

 Joint disclosure 

 Say thanks 

 Security Advisory 
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2018 vs 2019 Research Data 
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Thanks! 

 

 

 

 

mark.neve@copperhorse.co.uk  
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