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Breaking down Mirai: An IoT DDoS Botnet Analysis www.incapsula.com, Aug 2017

Adapted from https://www.techrepublic.com/pictures/photos-the-11-least-secure-connected-devices/



Vulnerabilities affecting Hardware devices
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Spectre FORESHADOW

“10s of more micro-architectural attacks to be expected”
.. Daniel Gruss, co-author of Meltdown and Spectre attacks, March 2018
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ré RISE Research Challenges

State-of-the-art HW security primitives: TRNGs, PUFs
Novel HW analysis toolsets & techniques
Attack-resilient HW platforms, HW IP building blocks

Hardware
Security

Jetintainiiiy Confidence in Developing Secure HW Devices
onfidence i i )

Security Supply Chain Confidence
o Modelling of HW Security

Lifecycle

Novel HW Combining hardware roots of trust (e.g. TPM, TEESs) with
Security advanced cryptographic techniques, e.qg. identity- or attribute-
based encryption to offer data-centric security (e.g. FIDO)
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Core Projects

SCARYV: a side-channel hardened RISC-V platform.
University of Bristol, Dr Daniel Page.

IOSEC: Protection and Memory Safety for
Input/output Security.

University of Cambridge, Dr Robert Watson, Prof
Simon Moore, Dr Athanasios Markettos.

User-controlled hardware security anchors:
evaluation and designs.

University of Birmingham, Prof Mark Ryan, Dr Flavio
Garcia and Dr David Oswald.

Deep Security: investigating the application of deep
learning in SCA and HT detection, with the ultimate
goal of utilising deep learning.

Queen’s University Belfast, Prof Maire O’Neill.

Research challenges of RISE to be delivered through a series of projects

Tranche 2 Projects

SafeBet: Memory capabilities to enable safe,
aggressive speculation in processors.
University of Cambridge, Prof Simon Moore.

GUPT: A Hardware-Assisted Secure and Private
Data Analytics Service.

University of Edinburgh, Dr Pramod Bhatotia and Dr
Markulf Kohlweiss.

TimeTrust: Robust Timing via Hardware Roots of
Trust and Non-standard Hardware, with Application
to EMV Contactless Payments.

University of Surrey, Dr loana Boreanu, Dr Tom
Chothia, Prof Liqgun Chen.

rFAS: Reconfigurable FPGA Accelerator
Sandboxing.
University of Manchester, Dr Dirk Koch.



|OSEC.: Protection and Memory Safety for
Input/Output Security

A.Theodore Markettos,SimonW.Moore,Robert N.M.Watson

Second Annual RISE Conference

London, 21 November 2019

Funded by EPSRC under the RISE initiative (ref:EP/R012458/1)
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A. Theodore Markettos — I0OSEC: Protection and Memory Safety for Input/Output Security



Smaller laptops, more external peripherals

* Laptops getting smaller; more devices are going external
* Chargers, dongles,docking stations
* Common to borrow external peripherals (power, dongles, displays) from others

* Performance is increasingly more of a constraint. Security?
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Our IOMMU attacks

Windows | 0:barely uses the IOMMU, mostly
unprotected from malicious devices

MacOS: uses IOMMU since 2012 but in a limited way

* ran a root shell
* extracted private VPN traffic

FreeBSD: IOMMU not enabled by default

* when enabled, tries to properly segregate devices using|OMMU
* root shell, private data extraction

* Linux: most distros don’t enable the IOMMU by default
* when enabled, tries to segregate devices usinglOMMU

* when enabled, could see private network traffic, kernel data,
code pointers etc

* simply set a bit in a PCle packet to fully bypass the IOMMU!

* All exploitable from a malicious Thunderbolt dock
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Media interest

THEVERGE  féct - REVIEWS - SCIENCE - ENTERTAINMENT - MORE
¢ NDSS PUinC&tion PiCked UP by ~7O TECH \ CYBERSECURITY \ USB-L \

media outlets across the world ‘Thunderclap’ vulnerability could
leave Thunderbolt computers open

to attacks

Remember: don't just plug random stuff into your computer

http://thunderclap.io/thunderclap-paper-ndss2019.pdf

By Chaim Gartenberg | @cgartenberg | Feb 27, 2019, 4:43pm EST

——————————ey COTPUtING T —
Security A News BigData&Analytics DevOps Security GDPR Al &ML ’ = All sections
Thunder, thunder, thunder...

Thunderclap: Feel the magic, hear the S

roar, macOS, Windows pwnage tools '"Thunderclap' security flaw in Thunderbolt
are loose spec could compromise PCs via USB-C and
Open memory defenses allow mischief from DisplayPort connections
connected kit Researchers uncovered the flaw in 2016 - but Microsoft still hasn't rolled out
By Thomas Claburn in San Francisco 26 Feb 2019 at22:40  32() SHARE ¥ patches to protect users of Windows 10
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http://thunderclap.io/thunderclap-paper-ndss2019.pdf

Mitigations and impact

* Collaborating with vendors since 2016

* Apple mitigated specific exploit in MacOS 10.12.4
* encrypt the kernel pointer; hide the flags

* Microsoft shipped Kernel DMA Protection for Thunderbolt 3 inWindows |0
1803
* IOMMU enabled for Thunderbolt devices (only)
* Requires post-1803 firmware, ie new products only
* Best practice guidelines for businesses:‘Standards for a highly secure Windows 10 device’

* Intel enabled IOMMU forThunderbolt in Linux 4.21 (now 5.0rc),disabled ATS

* Thunderbolt devices are now less trusted than internal ones

* Major laptop vendor: we won't ship Thunderbolt until we understand thisattack
vector better
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Thunderclap.io transition to industry

* Vendors want to audit
security from malicious
devices, but don’t have
the skill set

* QOur hardware and
software has been open-
sourced

* Worked hard to make it

accessible to software
folks

* Major vendors are now
using it internally

A. Theodore Markettos — IOSEC: Protection and Memory Safety for Input/Output Security
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Thunderclap

Modern computers are vulnerable to
malicious peripheral devices

Paper
GitHub
Media coverage

Getting started with Thunderclap on
FPGA

Photos

Contact: theo.markettos [at] cl.cam.ac.uk

£

@ thunderclap.io ¢

Getting started with Thunderclap

This article describes how to get Thunderclap up and running on an FPGA.

Shopping list

Nt

\\\\\\

To use Thunderclap, the recommended shopping list is as follows:

e Enclustra Mercury+ AA1 FPGA module with Arria 10 FPGA, part
number 10AS027E4F29E3SG (€459). If these are out of stock, the
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DeepSecurity: Applying Deep Learning to Hardware Security

Overall Goal

To investigate the use of Deep Learning for security verification in EDA
tools, specifically in relation to Hardware Trojan detection and Side
channel analysis to allow non-security experts to receive feedback on how
to improve the security of their designs prior to fabrication.

rRambus rISCUre BAE SYSTEMS e
Cryptography Research C S I T FOR SECURE
INFORMATION
TECHNOLOGIES
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Hardware Trojans
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« Hardware Trojans (HTs) are malicious modifications to integrated circuits (ICs)
- Emerging security concern in the IC industry

 Globalisation of semiconductor supply chains, design and fabrication of ICs

now distributed worldwide
- use of overseas foundries,
- third party IP,
- third party test facilities

« Becoming difficult to ensure the integrity
and authenticity of devices
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Automatic Hardware Trojan Generation Platform

CSIT

An Improved Automatic Hardware Trojan Generation Platform

CIRCUIT TYPES IN TROJAN LIBRARY

HT Part | Type Name Description
. == = = = = = N b Combinational Trigger composed of
() Design [ (  Transition Probability | com AND gates
Gate-Level Netlist | | 1§\ Ca|Cl\JI|,ati0n | Trigger seque_CNT gognter based slelguer];tial dtrigger
(Trojan-free) || ( Net Classification: ) | seque_FSM Ségg;ﬁ:{etg;cerme e
Low/Normal ictlwty groups | user_def_trig | User-defined trigger circuits
Configuration Trigger Net Selection | func XOR‘ gate based
parameter (Parameters) functional error payload
(Trojan number, | Payload leak LESR Linear fe.edback shift register based
Trigger condition, HT Circuit Generation HT - information leakage payload
Trigger type-+++-) (Defined types/Random) JA Library leak SHIET _Sfllclft feg}smfl Z?ll(sed ond
| - information leakage payloa
| ( Payload Net Selection ) I user_def_pay | User-defined payload circuits
| 0 (Paramete rs) | trigger net irigger net -
,% Design_Trojanin T g Heck I —Combinational ——| config states 7 paylosdner
< I . . .
S HT Report | rigger Condition Chec | *  Logic | Combinational m D__L
Gate-Level Netlist | O Insertlon and I config_num Logic ] e T
(Trojan-infected) | Net Connection ) )I Counter 1% F ©
—————————— - (a) (b)

www.csit.qub.ac.uk

CSIT is a Research Centre of the ECIT Institute
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An Improved Automatic Hardware Trojan Generation Platform

Generated HT benchmark samples:

trigger net

Normal

D—[Jayload net

Circuit

(a) Combinational Trojan with functional error payload

Normal
Circuit

When compared with the COTD detection results from [1],
who proposed a dynamic Hardware Trojan benchmark.

TABLE |
COMPARISON OF COTD-BASED HT DETECTION RESULTS
Trigger Conditon HTs in [1] Generated HTs [2]
Benchmarks — ““ ‘oo rTotal) WP “FPR(%)  FNR(%) FPR(%) FNR(%)
s13207-¢c5_6 576 comb 25 0 039 23
$13207-s5_6 5/6 seq 0.11 0 0.41 19
s15850-c5_6 5/6 comb 27 0 12 25
$15850-s5_6 5/6 seq 0.09 0 0.11 17
$35932-¢5_6 5/6 comb 60 0 15 33
$35932-s5_6 5/6 seq 0.08 0 0.03 20

out PIL | |enable
Normal

FSM Trig. . . i

g Circuit shift_en

shift_req. payload
ooo| T clk
0110 01

trigger net oo

(b) FSM based sequential Trojan with a SHIFT

based leakage circuit

www.csit.qub.ac.uk

[1]J. Cruz, Y. Huang, P. Mishra, and S. Bhunia, “An automated configurable trojan insertion
framework for dynamic trust benchmarks,” in Proc. Design, Automation Test in Europe Conf.
Exhibition, March 2018

[2] Yu, S., Liu, W., & O'Neill, M. (2019). An Improved Automatic Hardware Trojan Generation
Platform. In IEEE Computer Society Annual Symposium on VLSI (ISVLSI)

CSIT is a Research Centre of the ECIT Institute
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CSIT

A Novel Feature Extraction Strategy for Hardware Trojan Detection

“ A Novel Feature Extraction Strategy for Hardware Trojan Detection ” ISCAS 2020, (Submitted)
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*SVM: Support Vector Machine



I RISE Spring School

SE https://www.ukrise.org/springschool/programme/

. inni i Perspectives on hardware
PUE: From Research to MO Vinning the Warin UK RISE Spring Scho... ’

Practice ) Memory i security: embedding it
Simon Moore, University of everywhere, continuously

Cambridge, UK

Chongyan Gu, Queen’s

University Belfast, UK and inexpensively

Massimo Alioto, National
University of Singapore
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ARM's perspective on the
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Dr Daniel Gruss, Graz
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Richard Grisenthwait, ARM beyond
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