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Keep Software Updated

New standards and regulation

Forty percent of consumers believe that keeping loT products' firmware
up to date is the responsibility of the software developer or device
manager.’ Now, new standards and upcoming regulations require loT
manufacturers, and some importers, to publish how long they will supply
software updates (the product support period) in a clear and transparent
way (e.g. on the outside of the box).

Standard ETSI EN 303 645 requires consumer loT products to be able
to support software updates. The UK Government’s Code of Practice for
Consumer loT Security® and Australian Draft Code of Practice* set out
similar requirements. Legislation in California® and Oregon® states
require “reasonable security features”. The UK government is preparing
legislation which will require the product support period for security
updates (i.e. the defined minimum length of time a manufacturer will
provide updates) to be published in an accessible, clear and transparent
way.’

Important security considerations

Software security updates are important because every loT product is
susceptible to vulnerabilities and will need to adapt to new security
threats, vulerabilities or best practices. If security updates are not
provided, the security of the product will diminish over time. The ability
to update software is the major mechanism to resolve vulnerabilities or
fix bugs in the product. Software update capabilities are also key to
other loT security best practices like coordinated vulnerability
disclosure. See 10TSF’s Quick Guide Manage Vulnerability Reports for
more information.®

Additionally, software updates offer other benefits to the company. For
example, features can be added to products after they leave the factory.
This also allows for adapting to changes in the environment (such as
third-party APIs), the evolution of business models, as well as enabling
new functionalities and increasing the product lifespan.

Impact on consumer loT manufacturers

Failure to comply with existing standards or regulation can result in
significant reputational and financial damage to your company.
Governments sometimes identify appropriate international standards,
such as ETSI EN 303 645,> that companies can adopt to show
compliance with regulation. A consumer loT product which is not able to
support updates or is not isolatable and replaceable will not be able to
claim compliance with ESTI EN 303 645% and may have difficulty proving
compliance with national legislation. Violation of forthcoming UK
regulation will likely result in sanctions, such as fines or removal of
products from the market.

Where to start?

Below are five key questions for managers to discuss among product
development, security, and compliance teams which will help on the
road to compliance with ESTI EN 303 645.?

- Does the product design support secure software updates?
- Do we have an update procedure?
+ How do we securely install updates on our products?

+ How long do we commit to providing security software updates
for our product and where/how do we publish this information?

+ Considering device components, how long can we provide
software updates for?
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Dos and Don'ts:
Guidance on complying with new standards and regulation

Dos

A guaranteed software update support
period must be clear and transparent to
customers at the time of purchase.

Have an update procedure in place

The development team needs to be engaged in
preparing for and rolling out updates.

Updates should be available for automatic
download and includes the ability to reset to older
firmware if new features or updates do not work
as intended.

Automatic mechanisms should be used for
software updates and enabled by default. If not,
updates need to be easy to implement.

When planning timelines to release updates, take
into account relevant factors like criticality,
vulnerabilities, necessity, and ease of fix.

Consider factors that impact functionalities and
the end user, such as length, timing, and reduced
device capabilities for each update.

Sometimes devices cannot be updated, for
example if the device’s communication capability
is very constrained. Constrained devices that can't
be updated are isolatable and hardware is
replaceable. For example, until a product can be
replaced, it must be quarantined from the internet.

Have communication channels with users in place

You may need to communicate with users about
the updates, for example if a security update is
required and the risks mitigated by the update.
Clear communications can help build user trust
and confidence.

Devices' basic functions should not be disrupted
during the update process. If basic functions are
disrupted or there are reduced capabilities the
device should notify the user prior to rolling out
updates.

In most cases, users should have some control
over when an update is installed. For example,
when the product is not in use or performing
critical functions.

Configuration data should be restrained across an
update.
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Support secure updates

The device should verify the authenticity and
integrity of software updates.

If the update is delivered over a network, verify the
update via a trust relationship. Three examples
from ESTI EN 303 645 are authenticated
communication channels, digital signature based
verification of the update, or confirmation by the
user.

Use industry best practices in cryptography to
support secure updates.
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Things to think about going
forward

In addition to the basic dos and don'ts, here are a few
more areas that need to be considered when
supporting software updates.

Build clear and timely communications channels
with your supply chain about software updates.

Consider how you might collect and use update
telemetry. If you are collecting information , ensure
that privacy is respected and your company
complies with data protection regulations.

Implement a plan to stage updates and stagger
releases of updates to prevent everyone from
updating, and potentially failing, at the same time.

If problems with updates or features are reported,
open a bug report and work to resolve the issue.

Have mechanisms in place that would facilitate
rollback of the updated if needed.
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What are the Consumer loT Security Quick Guides?

The “Consumer loT Security Quick Guides” identify best practices to help organizations around the world
understand and comply with new international standards, regulations and national guidance on consumer
loT security. These Quick Guides demystify high level language, point to additional information, and
provide different ways of thinking about or alternative approaches to consumer loT security.

The Quick Guides build upon the ETSI EN 303 645 specification on consumer loT cybersecurity. It is the
first international standard of its kind. Based upon it, governments are publishing Codes of Practice' and
are preparing legislation' that impact companies developing, manufacturing or providing consumer loT
products. The Quick Guide series focuses on the top 3 issues identified in standards and guidance:
passwords, vulnerability disclosure, and software updates.®
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The regulatory proposals are currently subject to a public call for views and might change as a result.
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For example, the UK and Australia
For example, US states Oregon and California, and the UK.

Copyright, Trademarks and Licensing

All product names are trademarks, registered trademarks, or service marks of their respective owners.
Copyright © 2020, loT Security Foundation. All rights reserved.
This work is licensed under the Creative Commons Attribution 4.0 International License. To view a copy
of this license, visit Creative Commons Attribution 4.0 International License.

Acknowledgements

This guidance was commissioned by the Department for Digital, Culture, Media & Sport (DCMS) and
delivered by the loT Security foundation in partnership with Oxford Information Labs.

We wish to acknowledge significant contributions from loTSF members to this version of the document

Stacie Hoffmann and Patrick Taylor, Oxford Information Labs
Michael Richardson, Sandelman Software Works

Peer reviewers:

Roger Shepherd, Chipless
Trevor Hall, DisplayLink
Richard Marshall, Xitex Ltd
Claire Milne, independent consultant

Plus others - you know who you are!

@ In partnership with
Department for
I % Digital, Culture, OXF(D R D

. INFORMATION LABS
Security Foundation Media & Sport

http:/www.

iotsecurityfoundation.org/consumer-iot Release 1 Page 5/5 © 2020 loT Security Foundation


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/773867/Code_of_Practice_for_Consumer_IoT_Security_October_2018.pdf
https://www.iotsecurityfoundation.org/wp-content/uploads/2019/12/Best-Practice-Guides-Release-2_Digitalv3.pdf
https://www.iotsecurityfoundation.org/wp-content/uploads/2020/05/IoTSF-IoT-Security-Compliance-Framework-Questionnaire-Release-2.1.zip
https://oxil.uk/
https://www.iotsecurityfoundation.org/
https://www.etsi.org/deliver/etsi_en/303600_303699/303645/02.01.01_60/en_303645v020101p.pdf



