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Standards

• ETSI EN 303645 : Cybersecurity for Consumer IoT 

• ETSI TS 103 701 : Guidance on EN 303645 

assessment

• ISO/IEC 27403.6 : IoT Domotics Security & Privacy

• ETSI WI-00598 : Residential Smart Door Locking 

System

References

• NIST(IR) 8267 : Security Review of Consumer Home 

IoT Products.
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Standards

• ISA/IEC 62443 Series : Cybersecurity for Industrial Automations & Control Systems

References

• NIST SP 800-82 : Guide to Industrial Control Systems (ICS) Security.

• IIC CSF: Industrial Internet Consortium’s Security Framework

• UL 2900-2-2 : Software Cybersecurity for Industrial control systems

• UL2900-2-3 : Security and life safety signaling systems

• ENISA : Good Practices for Security of the Internet of Things in the context of Smart 

Manufacturing 
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Standards

UNECE WP.29 Cybersecurity Regulation(UN155) 

: Uniform provisions concerning the approval of 

vehicles with regards to cyber security and cyber 

security management system

ISO /SAE 21434 : Road Vehicle Cybersecurity 

Engineering

ISO PAS 5112 : Road Vehicles – Guidelines for 

auditing cybersecurity engineering

ISO/CD 24089 : Road vehicles — Software update 

engineering

References

SAE J3601 : Providing basic Guiding Principles on 

Cybersecurity for Automotive Systems
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Standards

UL 2900-1: Standard for Software Cybersecurity Network-

Connectable Products, General Requirements.

UL 2900-2-1 : Software Cybersecurity for network connected 

components of Healthcare and Wellness Systems.

ISO 62304 :  Secure development of medical device software.

ISO 60601-4-5 : Safety-related technical security 

specifications for Medical Electrical Equipment.

IEC 80001 : Application of risk management for IT-networks 

incorporating medical devices. 

References

IMDRF : Principles and Practices for Medical Device 

Cybersecurity 

US FDA: Content of Premarket & post Market Submissions for 

Management of Cybersecurity in  Medical Devices

OWASP : Medical Attack Surfaces project

SAFE Framework

IOT Security | Medical & Healthcare



IOT Security | Reference Standards
ISO/IEC 27001 : Information Security & Management Systems

ISO/IEC 15408 : Security techniques -- Evaluation criteria for IT security.

ECN PP : CC Protection Profile for Edge (Edge Compute Node)

FIPS140-2 / FIPS140-3 / ISO/IEC 19790: Security Requirements for Cryptographic Modules

NIST SP 800-30 / ISO/IEC 31010  : Guide for conducting Risk Assessment

ISO/IEC 27005: Information security risk management

FIDO : Device Onboarding Standard

ISO/IEC 30141: IoT - Reference Architecture

ISO/IEC 29192 : Lightweight cryptography

IEEE 1451-99 : Harmonization and security of IoT

IETF RFC 8520 : Manufacturer Usage Descriptions (MUDs)

NTIA SBOM : Software Bill of Material

ISO/IEC 30111: Vulnerability handling processes 
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Standards

ISO/IEC 27400  : Guidelines for security and privacy in IoT

ISO/IEC 27402 : IoT security and privacy - Device baseline 

requirements

ISO/IEC AWI 30149 : IoT - Trustworthiness framework (& 30147 ; 

methodology)

ANSI/UL 2900-1: Standard for Software Cybersecurity for 

Network-Connectable Products 

References

NISTIR 8228 : Considerations for Managing IoT Cybersecurity and 

Privacy Risks

NIST SP 800-213 (Draft) : IoT Device Cybersecurity Guidance for 

the Federal Government

NISTIR 8259 : Foundational Cybersecurity Activities for IoT Device 

Manufacturers 

NISTIR 8259A : IoT Device Cybersecurity Capability Core 

Baseline.

ENISA : Baseline Security Recommendations for IoT
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Futureproofing Standards

• Privacy Engineering

• Trustworthiness

• Zero Trust Architecture

• Quantum Cryptography

• Blockchain
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