Standardization Imperatlves
& Approécﬁ for a
Trustworthy IoT Ecosystem ;




Have we seen ALL that’s in Cyber Security???

Those of us who have worked in cybersecurity for many
years often start to think we’ve “seen it all”.

We haven'’t.

Recent years have ushered in a host of new

adversaries, new attacksmethods : d new challenges
for those of us m hé cybersecurl
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Today’s challenges
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We: The Walking Host ...

How many IP addresses are on a
oerson? &) Confidential information is

passed between Smart
Watches and Host Phones

®) Medical and Health
devices store and transmit

ﬁSmart watches
ﬁ Fithess Devices
ﬁl\/ledica devices

£ smartphones personal data
ﬁTablets

‘Dewce flrmware and
# Smart glasses ey

ﬁHeadsets
ﬁAnd more...




India is among the top 10 countries facing cyber-attacks

—

Challenges that all economies are facing today in safeguarding the

security and privacy of its ecosystem including citizen are -
Transnational Nature of Cyber Crime, ‘Cultural’ Vulnerabilities,
Internet Resilience and Threat Landscape.
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The Vision...

The vision is to ensure a safe, secure, trusted, resilient and

vibrant cyber space for our Nation’s prosperity.
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The Contrast...
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It is easy to see why IT security and industrial control security are
facing challenges when it comes to integration. These two Titans
clash because at the lowest level the security considerations their
entire design structures are based on, are at odds.

—

" il

IT industry has been developed around the asynchronous behaviour of
humans, while industrial controls require a synchronous component to

communications.

f Control systems primary concern for security is operational availability while
/ﬁ? providing highly accountable authentication of devices.
f;’% The primary concern for IT systems is to separate, secure and provide
;,;;n;: authenticated access for each user to their data.
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IoT Security...
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The Digital Transformation

The society, the business, the infrastructure, the services and
all other aspects of the civilization on the planet Earth are

going through a paradigm shift in the wake of technological
advancements, especially in the field of ICT

All the ecosystems, be it Smart Cities, Smart Grid, Smart

Buildings or Smart Factories now find themselves making three
classes of transformations:

® improvement of infrastructure - to make it resilient &
sustainable

smart paradigm; and
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The genesis of Digital Transformation

In digital transformation in any paradigm, domain
Or ecosystem --

»'Sustainability is the True Destination’
> 'Resilience is the Core Characteristic’

»'Smart is merely the Accelerator

narnix
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Digital Transformation Constituents

“*Information Technologies

“*Operational Technologies
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Digital Transformation Constituents

“Information Technologie
“*Operational Technolc
“*Network Technologi

10T Technologies |

LA

[ ==

T e
narnix

SN ©narnix 2023



.
b
§
3 -f- ..' { -
= e | o2
-

X ‘ 7 .. . N )
g a sustainable n resilient future * A onarnix 2023



IoT 2.0 — IoT Coming of Age...

“"IoT", a concept that originally sounded like
something out of sci-fi movie -- the "Internet of
Things" -- is, in fact, a reality, and one that is
bound to become even more widespread.

“From being considered as one of the most
Disruptive Technologies in the early years of last
decade to coming on the verge of becoming one
of the most Prof e & ec:&s by weaving
itself into theg br/c *“Of everydays

becomes indig i’ng“hable from it...
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Defining the loT Systems:

" ! | One Gateway Controlling
/ nternet F t s tH

L andline
phone

Cabied
Saedline

Mobile

Automation And Remote Cloud
Processing, Host of New

Traditional Service Providers

It's 2l about the service
jayer infrastruc

because .

Roliing out the loT is like rolling
‘ICu::he largest control data network in the worid
\.
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Internet of Things...

Internet of Things is all about
"heterogeneous®™ and “aware”
devices interacting to simplify
people’s life in_ some way or the
other.
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Key Components of IoT:

“Sensing Nodes,
“*Local Embedded Processing Nodes,
“*Connectivity Nodes,

»Software to automate tasks and enable new
“Classes of Services”

‘*Remote Embedded Processing Nodes,

“+and last but not t 1erfeas curlty aCross
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What's different about IoT?
v v

Device Access Compute
Mgmt Mgmt Mgmt

N

Protocol

Enterprise Storage
Gateway

vent based actions on real time — e
high velocity data Query based action on non real
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[oT Ecosystem & Value Chain...

The IoT value chain is perhaps the most diverse and
complicated value chain of any industry or consortium

that exists in the world.

In fact, the gold rush to IoT is so pervasive that if you
combine much of the value chain of most industry
trade associations, standards bodies, the ecosystem
partners of trade asscciations and standards bodies,
and then add in the diffe erent- chnology prowders
feeding those ad@Stries, *sget close to

understandmg the scope oT' the ﬁas

J
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IOT Use cases ready for Implementation
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Features of a Smart City

24 Features

ICT and IoT identified by
MoHUA

€e]

@pportunities

in all these
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Smart Cities & Smart Infrastructure

A sample Indian business case for next 5-10 years:

» 250 million Smart Electricity Meters are going to be procured & deployed under the NSGM (National
Smart Grid Mission).

> All these Smart Meters are going to use 250 million Communication Modules and minimum 0.5
million Gateways/DCUs (Data Concentrator Units).

> Smart Streetlights are going to use more than 100 million Communication Modules and at least
half a million of DCUs/Gateways...

» Smart Buildings are going to deploy more than 50 million smart Sensors and at least 100K -
200K DCUs/gateways...

» Automobiles shall be using at least 100-200 million communication nodes for Vehicle O & M, V to
V, VtoI & other telematics applications...

» Similarly, various applications of the Smart Infrastructure paradigm like Smart Water, Smart Gas,
Smart Traffic, Smart Environment, Smart sewage Disposal etc. are going to use a few billions of Smart
Sensors with Communication Modules T

& To summarize, India ALONE, is#geing- to mneed- a 'a gimum of 5 - 10 billion

narnix
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Current Applications live in silos

Current applications live in “silos”

T o T

Platform Platform Platform Platform

Devices

Electric Nater Gas Transport Emergency
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Hurdles in fast growth of IoT:

It is difficult for innovation to happen across disjointed platforms & technologies.

Disjointed pieces of the solution - The way it should be
Documentation
company & Sort |

can do it all.
This can
only happen
when an
open
ecosystem

contributes :
tothe RTOS Silicon
overall

solution.

Platform
Dev.
Kit
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Challenges in fast growth of IoT:

The challenges that inhibit the loT-related s’rondcrdsh '
and hence a robust rollout of |oT services are:

®)Security and privacy issues (Note that security and privacy
measure are a lot of times at odds with each other)

Endless IoT applications

®) Endless potential types of edge node technologies, and the
interface to the communication nodes (e.g. Sensors and use
cases integration into Telco services)

‘ngh fragmentation of tod s-ToF-gon. ect|V|ty solutions

' be.a pe art of IPv6 network,
W|th no (o,mlnlma’r) , eX|st|hg \ istence”  and
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Challenges in fast growth of IoT:

®) Partnerships, between heterogeneous and diverse industries,
and defining the associated business models involving
multiple stakeholders and service providers of some of those
legacy systems in number

® Management and provisioning of the various networked
devices, applications, and services, and the network capacity
planning that comes with it

®& Regulatory issues that will hinder deployments on a
worldwide basis

&) Special needs of “industrial grade product rollouts, with long
lasting requ|rements 1N, A49E - qu|re future proofing
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Challenges...

®In this absolutely heterogeneous scenario,
coming up with common harmonized standards
IS @ major hurdle.

®) We need to see acceleration and a maturing of
common standards, more Cross-sector
collaboration and ative approaches to
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The way forward: Unified Architecture

Service Delivery
Platform

Communications

Electric Gas .~ Transport  Emergency
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The Imperative

®) Hence, in spite of so much hype and even genuine
potential, the IoT paradigm has not proliferated in
a true sense to its desired potential.

®) Bringing the “Internet of Things” to life requires a
comprehensive systems approach, inclusive of
intelligent processmg and sensmg technology,
connectivity, Cybges="S€ecCurity software and
services, alonge” W|th a ~qu cosystem of

partners.
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Smart but NOT Secure ! 11

“A chain is only as strong as its weakest Link”™

® currently the weakest link in the IoT deployment Signal
Chain is our smart End Nodes.

® A robust Communication & IT Infrastructure shall be no
good if we continue to use the devices, which are not
Equally Secure. So, the new imperative for the design
Community is to Design "Smart & Secure” Phones, Sensors,

. Utasieras” fff ¢
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Smart but NOT Secure ! 11

&) Amidst all the hype and hope of the expected benefits from the
Internet of Things (IoT), Security remains its biggest challenge
to overcome.

&) IoT is dependent on a wealth of data being collected from
numerous devices connected across different interfaces and
locations within the Enterprise, while carrying sensitive company
or customer information.

®) Any kind of security breach could compromise the organization’s
customers, workers or even the business itself.

® A smart network is required to maximize the much- expected
value from IoT, to secure Yeconnecktheusands of these “things”
with the hlghest EIS . C ecurity \,udlng encryption,

authentication, C segmeﬁtatlon intré o\.. detection and
remediation. : > N
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Smart but NOT Secure ! ! !

A majority of devices in today’s connected
world are out there for very long time.

They are running old operating systems which
may be vulnerable due to its openness or
maybe they never ever got patches.

The big threat is not because we expect
people hacking into it. But do we know what
We don't know? :

ity By ‘O bscu rlpy <is™NOT a sound
?&9y¥~f gy |
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Security philosophy...

Extrinsic Security Intrinsic Security
Add-on Security Security-by-Design

PC/Datacenter Era Internet of Things Era
e Bolt-On Security e Built-In Security

» Layers of Security added to PCs, e Security built into the
Servers, Networks and Devices device at manufacturing time

gl /4
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Integrating cybersecurity into product development

4 Y 2% ) .
téDThreat. 42 Product and | S Recommend [ < Verifying . [ L Vulnerability \ @ Swift incident
I= Modeling @ architectural = external = Cybersecurity & Mmitigation/pat S response
T Rick £ review = libraries G requirements | - oh /update Q
rul Q = Penetration o- Strategy plan $
Management | -5 Threat c Source code | T tecting oc
: S Modelin v ' > ‘ '
Secure coding Q T 8 Eanalyss A e rér\\/eiaelvsvecurlty
Security Prioritized . j= Implementatl Robustness
testing cybersecurlty on reviews testing
Cryptography requirements Supplier Verifying
contracts external libraries
Emerging Malware testing

technologies .
Documentation
X A AN review
." : AL Lt __ﬁk').‘ ral X . : A/ -"7~77- 4
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loT Paradigm & challenges ! ||
®) Global Neural Network of Networks...

®& Homogeneous Network of Heterogeneous
Devices...

®)Industrial IoT v/s Consumer IoT...

&) Services v/s Applications...

‘Infrastructure v/ Bt
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Disruptive Technologies on the Radar

# Artificial Intelligence/Machine Learning
# Blockchain

#Internet of Things/Everything

#Big Data

#B5G/6G

# AR/VR/XR

#Web 3.0
#Robotics & Drones

#Data Centers
# Digital Twin
V/d S “‘ﬁr 7 | 2
#Metaverse....” . |
T designifig a sustainable n resilient future. "« 'S\ ©narnix 2023




The Impossible War
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ARTIFICIAL INTELLIGENCE

narmiz
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The current wave of progress and enthusiasm for

Al began around 2010, driven by three factors
that built upon each other:

INThe availability of big data from many sources;

INDramatically  improved  machine  learning
approaches and algor/t ms:. . and

INThe capabllltles 6re po mputers
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Let’s see where we are heading.... -
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Cyber Security Ecosystem

ARMS RACE!
S e EXQ mpiemrag;;g;-;g:
Defense Landscape ;-"_?,j’f' Attack Landscape
«  Defenders are disorganized it — *  Cybercriminals are organized
+  Too much work at vision level ﬁ i . ety i *  Nation state cyberwarfare
*  Lacking execution * Increase in quantity and diversity
'+ Stakeholders in ‘babel tower’ We managgq_‘wnﬁnnaqy __Wlth damage *  Ransomware
«  Lack of technical consensus : ; ; +  Target Attacks
Operational security is absent Total loss from attacks potentially at ST level soon! 5 GRS

Policy setting needs improvement
Certification push but not enough on
labelling
*  Market dommancy questions
« Total revenue “only” at $133B

L]
L
«  Professionalization missing
.
L

Espionage
*  Brain Attacks (phishing, fake
news, disinformation)
* In military terms
e THEY HAVE THE INITIATIVE

But creates new conditions

Both too slow and too fast (lack -

of ethics view) to adopt innovation Gives condu ons to ..

Very fast to adopt innovation
against “us”; good intelligence
of market and industry dynamics

T e

Y \ s .
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Managing Risk is a Journey

Assets & Risks Discovery
What/Why need to be protected

Organizational Roles &
Responsibilities

Training
| Awareness

4 Patching and update [ DT N
/ management A~ S
’;‘ /) N/ —
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A Strategic Approach is Required

Tactical Risk Management

Smart Camera Rear GPS Interior Windshieild
Remote Park Assist Camera/ Wipers
Driver
Blind Spot Detection/ Monitoring §roat Belt Rain Sensor
Surround View ension
Side Impact
Assist
= Indoor/Outdoor
Hazard Lights  Fuel Level — % T
o \ 5l - \K \>
- Brake
SN 3 :'_\_\ Pressure Oil Sensor
Electronic 7 = \ ' S:OO(’OMO;/ Water Coolant
Stability Control - 'm‘" it Temperature
TSN
Ultrasonic \ B -
Parking Sensor \
| /)

ot
Tebenrs s
7= WA <\
NN\ T e |
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An Important Metrics...
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Global Cyber Security Standardization

Dlrect impact to
‘Regional/National

f-strategy/pnorltles (E g. eu CSA,

4 Stakeholders engaged
in a huge battlefield

- NIS, GDPR, Data Spaces, Al, etc.) ‘
O L EE Administrations Academia
‘Dominancy) ' .
'+ Operation (e.g. Joint Cyber Unit, . ‘@
EU) - "f‘" <
aT o e S
Stakeholders . BUSIBESS Civil Society
“Dark Matter” : l I
Frames Structures = :
Direct impact to IEC ISO ITU
Markets :
GDP : ;cl:ldaE:nal Standacds =T 6 , CEX:}S Coordination and
Administrati - ¢ ) a
ministrations Regional Standard GSMA > collaboration exist
Bodies, Industry 3GPP IEEE but lmprove.ments
Associations, etc. BIS NIST are required
Security NATO, MEF,
Standardization 2 ey : :
“UnRiverse” Security Standardization is increasingly fractalized

.
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..The Standardization Conundrum

®)"The irony is that Standards & even SDOs are not at the forefront of
Solution designers, developers, providers, deployers or users’ minds.”

®) There are misconceptions on what standards are for, and the case for
use of standards has not been made. Most researchers, design
engineers and even start-ups argue that standards block innovation.

®)In fact, Standardization brings innovation and spreads knowledge.
Standardization helps define the contours of structured innovation,
first because it provides structured methods and reliable data that
save time in the innovation process and second, because it makes it
easier to disseminate ground- _-J e‘-,\ and knowledge about

t- ————
\\

Ieadlng edge techniques. Bl Ao
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In an ideal world, we would have exactly
for each task or interface. i

In reality, there are often Fiv
standards, driven by d Ve

of Cyber Security” Stand:
regional & Natio (, DOs.
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SYMPHONY or CACOPHONY
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Standardization Imperative

» Every SDO only talks about the concerns their
respective standards shall address...

» No one has identified the Gaps in Cyber Security
Standards at a comprehensive & granular level with a
systems view...

» Need to build a comprehensive inventory of Security
concerns in different aspects of Utilities/Critical
Infrastructure followgg=—by /=0 them with

, strategies
and standardg# ,end/“‘“ develdpln rrespon ing
Compliance Te ng meWork & strate

‘ N Q\\ '
/ " ,/ = \\\;i‘;\
nang a sustainablen reS|I|ent future :
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Somebody has to orchestrate
the Symphony of Standards
In fact, it is unlikely to be which
standard, rather which standards since
most architectures -do not pick one
standard put have a Iayered approach
~ capable. of usmg multlple standards N

the portfollo S R

" ._Q“I I’ & .

W|II System Standards be able to do it?
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Crucial Imperatives...

Need to build a comprehensive inventory of Security &
Trustworthiness concerns in different aspects of Ultilities/Critical
Infrastructure followed by mapping them with corresponding
technologies, processes, strategies and standards and developing
corresponding Compliance Testing Framework & strategy.

The only approach would be to adopt top-down approach to
standardization starting at the system or system-architecture rather than
at the product level. We need to Study & Analyze the diverse Use Cases,
Applications and corresponding Stakeholders & their respective
{ requirements to understand their respective Characteristics and concerns.
é? Develop a Granular Architecture followed by developing a Cyber Security

ir";i"il Architecture mapping all the security, privacy, safety, resilience

,gg‘?l characteristics with the Granular Cr|t|cal Infrastructure Architecture.
no F* 17 TANS
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Systems Approach: Holism

Aristotle (300 B.C.)

“The Whole is Greater
than ihe Sum of its

narnix




Systems Approach imperatives

#The multiplicity of technologies and their convergence in
many new and emerging markets, however, particularly those
involving large-scale infrastructure demand a top-down
approach to standardization starting at the system or system-
architecture rather than at the product level.

#Therefore, the systemic approach in standardization work can
define and strengthen the systems approach throughout the
technical community to ensure that highly complex market
sectors can be properly addressed and supported.

#It promotes an increased co- operatlon with many other
standards-developing organizati - f eIevant non-standards
bodies needed on an integm@tional level.

! @BFurther, standardizatfor needs to be inclusives

bOttOm Up, a n h¥br|d m@del Wlth prehens|ve
approach is needed )




System and Systems Approach

® System: A group of interacting, interrelated, or interdependent
elements forming a purposeful 'WHOLE’ of a complexity that
requires specific structures and work methods in order to support
applications and services relevant to the stakeholders.

&) Systems Agproach A holistic, iterative, discovery process that
helps first defining the right prob/em in complex situations and
then in finding elegant, well-designed and working solutions. It
incorporates not only engineering, but also logical human and
social aspects.

Systems Approach demystified...

Identify and understand the relationships between the potential problems and opportunities in a real-
world situation.

® Gain a thorough understanding of the problem and descrlbe a selected problem or opportunity in the
context of its wider system and its environment-

S
-k' \..

Synthesize viable system solutions to a.sefécted probler \-,u.,« olele] S|tuat|on
® Analyze and trade-off between altgmi@tive solutions for a given ti \c aI|ty version of the problem.
Measure and provide eV|dence ef correct |mplemeﬁtat|on and mntegr tigh. N
®) Deploy, sustain, and apply ag }ut1on to heIp solve the problem (or exp itthe @@portunity).
® All of the above, are con "’-é within a life cyecle framework which may :‘-\o oncurrent, recursive
and iterative appllcatlons of some or all ofthe systems approach : .\ ‘\\ |
/’/" : = \ “n \

e sit n,mg asustalnable n reS|I|ent future
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Systems Approach Process Flow...

7 :
. Sys Market Analysis
dys Gags Analyze and identify the the
What are the standards market/industry trends
that are missing in the and needs?
system? ‘ :
Sys Stakeholders
. ‘ Approach Who are the key stakeholders of the
Sys Standards \ system and what are their needs and

What are the existing standards objectives?

and SDOs that pertain to this

system? Q‘ Sys Use Cases
Y Sys Architecting , A § hat are the different use cases
41} N What is the reference architecture of fﬂ" the SYS:“!“' and how fll’ﬂ they
-~ the system and its boundaries? '“ter‘th . the system? J

e J N \
\ 1 < \\

AL N
\ \
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Levels of Architecting

o o oo & o
NGrnix

Various architect

needs

align

architect Scenario 1

reference
architecture

2.Reference
architecture

1.Reference
model

Scenario 2
reference
architecture

extract
essentials

buildrand test

nt e

3. Reference
Solution
Arch,itectu re

N\

Reference
Implementation

N 4easib_lli_t¥—ﬁeed{ack

design enqgineer

TN

? | 3.Solution
architecture

Nconstraints ahd

opnortunities

_dasign and engineer

3. Solution

constraints )
architecture

Implementation
ield A2
fee

build and test

4.
Implementation
Al

4.

A few scenario reference architectures may
be derived from the reference architecture
AAL: personal telehealth, home

Smart Cities: megalopolis, city, village, island
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National Priority...

Considering the current and future evolving Cyberthreat Landscape, it would be
absolutely critical to have Two National Documents:

% A concise yet comprehensive ‘National Cybersecurity Strategy’ that sets
clear, top-down directions to enhance the cyber resilience for the ecosystem
that includes government, public and private sectors, the citizenry, and also
addresses international cyber issues.

% A separate 'National Cybersecurity Policy’ based on principles laid down
in ‘strategy’. It must be outcome-based, practical and globally relevant, as
well as based on risk assessment and understanding of cyberthreats and
vulnerabilities. The security framework must include the compulsory testing
of cyber products, infrastructure skill capacity development, responsibilities
of entities and individuals, and public- prlvate partnerships.

ecurit Y&y, apparatus to be
felear smandates and be
empowered adequately. i f"'usLbeaabIe to superV|se and er N\\ policies across

"

\ India, including poI|C|es reguiateﬂﬂay mdependent Jregulators N

narmiz
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Trustworthiness paradigm...

» Trustworthiness is an overarching paradigm with a multitude of
nuances and distinct aspects that it has different connotations
for different sets of stakeholders, use cases and applications.

» A working definition of trustworthiness is the degree to which a
user or other stakeholder has confidence that a product or
system will behave as intended. This definition can be applied
across the broad range of systems, technologies, and
application domains

» Characteristics of trustworthlness include - Reliability,
Availability, ReS|I|ence -~ SeCUfitys,,  Privacy, Safety,
Accountability, Tran ; 7,41 nt"_eg._,ji Y =AUtk aenticity, Quality,
Usability and Accu & ’ 0 SNVZ4A =

AarnLE ﬁs«l n:r'ng a sustamable n reS|I|ent future. ™ < '\ ©harnix 2023



Critical Infrastructure TRUSTWORTHINESS

Reference Architecture

To explore the feasibility of developing a Granular
TRUSTWORTHINESS Reference Architecture with multiple views

and interdependence matrix of stakeholders, their respective
concerns and technologies, standards (also Policies & Regulatory

interventions) required to address them in a wholistic manner
with the following granular actions:

** Mapping the already developed Standards on various aspects of the developed
Reference Architecture.

*» ldentifying the GAPS in Standards.. . --\ new Systems Standards and

‘i--' ~ . > -- =
Products/Domain specnﬁc S gards. 7~ s

| S \/ \'\ \ . , --‘?\‘_&\1\
** Developing a compref€ fAsive Compﬁance Testlhg rafe :- and Ecosystem of
Test Labs, supportmnd ené”fbllng servlées RN

/ 7 /y /

-
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NATIONAL TRUST CENTRE

“ As per recommendations of Telecom Regulatory Authority
of India (TRAI) on “"Spectrum, Roaming and QoS related
requirements in Machine-to-Machine (M2M)
Communications” released on 5th September 2017
National Trust Centre (NTC) must be set up without any
further delay.

*This NTC must be geared up to undertake the Security
Testing and Evaluation comprehenswely including but NOT
imited to Devices, Systeéms, “N&tw \ ks Application &
System Softwares rmwares Cbm tlon Stacks to
ensure that the g plo¥ed Dev,lces sys _ d solutions
are completely Trustonthy = I

*, =
\ :- R\
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National Charter of Trust:

% India needs its own National Charter of Trust to develop an
ecosystem of Trustworthy vendors that all Utilities, service providers
and other Critical National Infrastructure agencies can TRUST
absolutely by establishing the best practices in the domain of cyber
security that are globally harmonized in Standards, strategy,
innovation, certification, transparency and all other core
characteristics required to build a trustworthy ecosystem.

“ Improving cyber safety and resilience requires all stakeholders to act
together at scale and in a coordinated way, including governments,
the engineering professm_. ators: ofss tlcal infrastructure and
other systems, and -.«- opers of’ pradu N components. The
U|re continual

evolving nature //a X the/ challengeé :
responsweness and aglr‘tyby governments Clyle oth _,keholders.

L/
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Security Perspective — As a NATION...

Nuclear | Defense

Strategic
Layer

Space [ Energy

Critical manufacturing

Critical Facilities |
NEE] Borders [Physical External

Sl dlaa | Infra [Law & Order Affairs
Crime Prevention

Policies [Doctrines

Missions | Diplomacy

Relations [ Initiatives

Strategic Plans [ Policies | Ministerial Deliberations [ Decisions
Government

Information

Geological Data [ Tenders | Economic Data| Transaction Data

Public Sector IPR | Project Information [Social Security | Citizens Data

Financial Plans | Finance Architecture | Transaction Switches [Financial Transactions |

Financial

_ Security Transactions | Trade Information | E -commerce | Payment Infrastructure |
Information

Account Info | Financial Performance | Financial & Social Funds | Business & Service Models |

Research & Development | Products Ideas Personal Identifiable Information

Personal
Information

Commercial

. Business Ideas [ Intellectual Property |
Information

Service Models | Business Alliances

-
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Entitlements [ Investments | Social Benefits

| ©onarnix 2023



Cyber Security Paradigm

ITAsset  IPR
Security  Protection

National Cyber Privacy

£

e
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Security
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Protection of
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Stability

Commercial
Stability

Security

Health of
Cyber Space
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Protection

Cyber Threat

Management
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Security of IT
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Security
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Manage
Vulnerabilities
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Cyber Security - Stakeholder Organisations

MeitY

NciPc, NSGS, (CERT-IN,
NCSAB NIC,

STQC, MHA, 14C
D CDAC)

Cyber
Security

BIS, QCI,
NABL

\\\ ; .
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Cyber Security - Responsibility Matrix

National Security Issues — Investigation,

National Security Issues — Crisis Forensics R &R ion

MTRO (Mational Technical Research Organization)

) o . CERT-IN MeitY
National Critical

Information
Infrastructure
Protection
Committee (NTRO)
responsible under

DEFEMCE
. REV INT (Revenue Intelligence)

A, .
© ' IB{Intelligence Bureau)

RAZW (Research and Analysis Wing)
¢ ) POLICE
CBl {Central Bureau of Investigation)

National Security Issues

IDS
(Integrated
Defense

NTRO Se rvir:es}

Security
Labs

section 70 A of IT b
D

T({Department of Telecommunication)
MIC (Mational Informatics Center)

“mwh’emm&dmﬂﬁm syslem,.
CERT-In and Auditing

Amm<nN

Intelligence Bureau

{MNational
Investigation

Agency)

STQC under MeitY tests the systems before implementation Police Agencies

Management
Plan of each
Min

Development of Information Systems R&D +
Implementation Phase

NIC — Government Service Provider Crime Related Issues

- mMZ20-02 —

Other Service Providers
LABS

(Cyber Forensic
Labs
TIMELINE

CERT — IN is responsible for Managing security breach under Section 70 B

Pre Cyber Incident Phase On Cyber Incident Phase Post Cyber Incident Phase

7/

Custofns
Income Tax

SECURITY BREACH ——4 etc

(Directorate of
Revenue Intelligence)

(Narcotics
control Board)

SN T
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Cyber Immunity & Cyber Resilience

The pandemic-induced digital transformation has increased

exposure to cyber threats as we cross the digital fault line due
to remote working and escalated online presence.

To counter this, an intuitive and adaptive cyber posture

defined by zero latency networks and quantum leaps will be
needed across industries.

} These developments, while great for humanity, will challenge

| privilege, privacy, and defend every citizen.
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Cyber Immunity & Cyber Resilience

/ Cyber Immunity at every layer will create networks that
are inherently secure and self-learning.

Al-induced digital intuition is one of the pillars of cyber-
Security strategy that will allow intelligent adaption.

The ability of Al systems to out-innovate malicious
attacks by mimicking various aspects of human
immunity will be the line of defence to attain cyber
resilience based on both supervised and unsupervised

g ‘machine Iearmng /

Y\\ \
\ i .

N\ ©narnix 2023
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Cyber Immunity & Cyber Resilience

These systems will be designed to make the right
decisions with the context-based data, pre-empt
attacks based on initial indicators of compromise

or attack, and take intuitive remediated |

measures, allowing any digital infrastructure and
organization to be more Resilient.

) /
S/ 3 I
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Cyber Security : Many Battles & A War

s ; { ’ ¥ 7 R ‘:-‘»;‘)‘ >C—= )7/ - -
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In Conclusion...

GOOD JUDGEMENT GOMES
FROM EXPERIENGE.

i f
.‘N s

AND EXPERIENGE=? WELL THAT COMES
FROM POOR JUDGEMENT

W (e
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About me...

Technology Philanthropist, Innovation, Standardization & Sustainability Evangelist...

Technology Advisor, Mentor & Design Strategist & Architect in Electrical,
Electronics & ICT; running an Independent Design House - NARNIX since 1981.

% Over 45 years of professional experience in education, research, design and advisory .

% Over 35 years of hardcore Research and Desigh Development Experience in Solutions, Systems, Products - Hardware,
Software & Firmware (Embedded Software) in fields of Industrial, Power, IT, Telecom, Medical, Automotive, Aerospace,
Defense, Energy and Environment. Over 10 years of Advisory Experience to different segments of business & industry.

% Over 250 Research & Design Mentees in the Electronics & ICT & STl Ecosystems. Mentoring many Deep Tech & Disruptive
Tech Startups.

% Leading & contributing to multiple National & Global Standardization Initiatives at BIS, Niti Aayog, TSDSI, IEC, ISO, ITU,
|EEE etc....
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&€ ectrlcal electronics, communications,

gl ldarC Al O ‘
1nformatlon technology, digital lnfrastructur‘ e"gecurlty do\ns it n identifying gaps in standards to
r en te;end Interoperablllty

y 2

bring harmonization through system standards and standarclmed 1nterface\s to enst _
% Standards based on 10 years of Pre- 4 dardlzatgon Research Pupllshed Recently ( l-‘ D r \‘
% Unified Digital Infrastructure Cj‘ ReferenceArchltecture 715 18000~ \
¢ Unified Last Mile Comm | 1pn Protocol Stack Reference Archltecture - IS 18010 7\

narnixz SN ©narnix 2023



	Slide 1
	Slide 2: Have we seen ALL that’s in Cyber Security???
	Slide 3
	Slide 4: We: The Walking Host …
	Slide 5: India is among the top 10 countries facing cyber-attacks
	Slide 6: The Vision…
	Slide 7: The Contrast…
	Slide 8: IoT Security…
	Slide 9: The Digital Transformation
	Slide 10: The genesis of Digital Transformation
	Slide 11: Digital Transformation Constituents
	Slide 12: Digital Transformation Constituents
	Slide 13: Digital Transformation 
	Slide 14: IoT 2.0 – IoT Coming of Age…
	Slide 15
	Slide 16: Internet of Things…
	Slide 17: Key Components of IoT:
	Slide 18: What’s different about IoT?
	Slide 19: IoT Ecosystem & Value Chain…
	Slide 20
	Slide 21: Features of a Smart City
	Slide 22: Smart Cities & Smart Infrastructure
	Slide 23: Current Applications live in silos
	Slide 24: Hurdles in fast growth of IoT:
	Slide 25: Challenges in fast growth of IoT:
	Slide 26: Challenges in fast growth of IoT:
	Slide 27: Challenges…
	Slide 28: The way forward: Unified Architecture
	Slide 29: The Imperative
	Slide 30: Smart but NOT Secure ! ! !
	Slide 31: Smart but NOT Secure ! ! !
	Slide 32: Smart but NOT Secure ! ! !
	Slide 33
	Slide 34: Integrating cybersecurity into product development
	Slide 35
	Slide 36: Disruptive Technologies on the Radar
	Slide 37
	Slide 38: ARTIFICIAL INTELLIGENCE
	Slide 39: Let’s see where we are heading….
	Slide 40: Cyber Security Ecosystem
	Slide 41: Managing Risk is a Journey
	Slide 42: A Strategic Approach is Required
	Slide 43: An Important Metrics…
	Slide 44: Global Cyber Security Standardization
	Slide 45: …The Standardization Conundrum
	Slide 46
	Slide 47: SYMPHONY or CACOPHONY ? ? ?
	Slide 48: Standardization Imperative
	Slide 49
	Slide 50: Crucial Imperatives…
	Slide 51: Systems Approach: Holism
	Slide 52: Systems Approach imperatives 
	Slide 53: System and Systems Approach
	Slide 54: Systems Approach Process Flow…
	Slide 55: Levels of Architecting
	Slide 56: National Priority…
	Slide 57: Trustworthiness paradigm…
	Slide 58: Critical Infrastructure TRUSTWORTHINESS       Reference Architecture
	Slide 59: NATIONAL TRUST CENTRE
	Slide 60: National Charter of Trust:
	Slide 61: Security Perspective – As a NATION…
	Slide 62: Cyber Security Paradigm
	Slide 63: Cyber Security - Stakeholder Organisations
	Slide 64: Cyber Security - Responsibility Matrix
	Slide 65: Cyber Immunity & Cyber Resilience
	Slide 66: Cyber Immunity & Cyber Resilience
	Slide 67: Cyber Immunity & Cyber Resilience
	Slide 68: Cyber Security : Many Battles & A War
	Slide 69: In Conclusion…
	Slide 70: Resilience….
	Slide 71
	Slide 72: About me…

