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Quantum-Resilient Security Controls

Quantum Computer
will Annihilate
Conventional PKI

Quantum
computer
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Quantum-Resilient Security Controls ))

Quantum Threat Timeline

 Likelihood of a quantum computer able to break RSA- 2048 in 24 hours
 Directly proportional to the risk
 Within this many years from 2021
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NUMBER OF RESPONDENTS WHO INDICATED A CERTAIN LIKELIHOOD

Mosca, M.; Piani, M. (2022): 2021 Quantum Threat Timeline Report.
https://globalriskinstitute.org/publications/2021-quantum-threat-timeline-report/
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Quantum-Resilient Security Controls

)

Timelines for susceptibility to quantum attack depend on qubit
hardware development and implementation.

lllustrative

Quantum resource availability and requirements by year, 2012-2036

@ IBM hardware road map A QuEra hardware road map 4 Proposed resource requirements to break RSA-20481

The date by which commonly used cryptosystems
(eg, RSA, ECC) are susceptible to quantum attack
depends on the availability of quantum resources

@ When number of available physical qubits meets resource requirements to break RSA-2048 (approximate projections)

= 109’ — = Trend for physical qubit count required to break RSA-2048 - — Availability of physical qubits (including projected)? (eg, number Of phySicaI qublts) and qublt
a .~ implementations (eg, number of physical qubits
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=10°% L ~al__ ¢ needed to operate a logical qubit).3
§'107 i el To break RSA-2048 in reasonable time (~days),
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105 ~100 physical qubits are required for one logical qubit _ D for one Ioglcal quplt’ though more recently

oo announced techniques reduce the number of
10 ~10 physical qubits are required for one Jegical qubit physical qubits per logical qubit to 10—100, which is
‘/” an active area of research by companies such as
108 L //.’ Range of possible dates when Alice & Bob, AWS, IBM, and QuEra.
®. - RSA-2048 starts being . .
102 | e 4 4 susceptible to quantum attack Decrypting RSA-2048 would then require at
,/9' o >  minimum ~104 and up to ~107 physical qubit,s
10 - which provide the timeline range based on the road
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Quantum-Resilient Security Controls

Why worry now?

IBM Quantum Processors :
= Time needed for a large enough quantum computer

Q2021 92023 92025 to become a reality?
' Eagle | Condor [N ! Kookaburra — x years (~ 15 years from now)
i *127 qubits E +1121 qubits i «4000 qubits = Time needed to deploy a quantum safe solution?
i *Error Rate: 1% 1 *Q. System Two i *Error Rate: 0.0001%

— yyears (~ 5-10 years)

| Osprey j - B , P 100k qubits
' +433 qubits 1 Flamingo system* = Time for which the information needs to be secure?
' +Qiskit 7 | +1386 qubits SRS &%  beyond 2026 ears (~ 15 years)
$2022 x4 &d2024 -y y
= Theorem: If x < y + z, then we need to worry now.
n = # qubits Cycles n = # qubits Cycles What do we do here?
Yy z Time
3072 6144 120-10° 256 1500 6.0-10° » r_'_ >
15360 30720 15-10'3 512 2800  50-10° Secret keys revealed
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Quantum-Resilient Security Controls

» Affected Products:
* Internet communication
* (Connected) Devices

» Affected Building Blocks:
» Secure Communication
» Secure Boot
» Security Access

( o)) Device life span: 20 years ( *T”f" . Secure Update
gk‘." "a"‘,.n‘ \*17)) >

2022 2027 2032 2037 2042 2047 2052

Low Risk: Moderate Risk: High Risk: Very High Risk:
Prepare for Migration “Conservative Scenario” “Progressive Scenario” “Opportunistic Scenario”
— : \ J
Migration Challenges: N

» PQC requires redesign of security building blocks

Overcome resource constraints in devices = HW vs. SW impl.
Long lead times =» 10 years(!) in case of HW changes

Identify suitable PQC schemes =» Select standards
Distribution of SW updates often challenging

Public-key cryptography (RSA + ECC) broken
with probability 50% - 83%?

1 Mosca, M.; Piani, M. (2022): 2021 Quantum Threat Timeline Report.
https://globalriskinstitute.org/publications/2021-quantum-threat-timeline-report/
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Quantum-Resilient Security Controls

PQC Standardization and Recommendations

FIPS 203: ML-KEM

FIPS 204: ML-DSA
Post Quantum Crypto

is NOT
Quantum Crypto

FIPS 205: SH-DSA

Round 4 KEMs: BIKE, Classic
McEliece, HQC, and SIKE

Additional Digital Signature Schemes
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NIST IR 8413

Status Report on the Third Round of the
NIST Post-Quan hy
Stan

NIST

Selected four algorithms to
become first PQC standards

“NIST hopes for rapid adoption
of first standardized algorithms.”

“The transition will undoubtedly
have many complexities, and
there will be challenges for some
use cases, such as loT devices.”

NIST (2022): Status Report on the Third Round of the NIST
Post-Quantum Cryptography Standardization Process.
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Quantum-Resilient Security Controls

NSA

Recommended Timeline:

“Software and firmware signing:
begin transition immediately”

“Constrained devices: support
and prefer PQC by 2030.”

NSA (2022): Announcing the Commercial National Security
Algorithm Suite 2.0.

FIPS 203: ML-KEM

FIPS 204: ML-DSA

BSI

“The question of "if" or "when"
there will be quantum computers
is no longer in the foreground.

Post-Quantum Cryptography
will become the standard
in the long term.”

BSI (2022): Quantum-safe cryptography — fundamentals,
current developments and recommendations.

POST-QUANTUM
CRYPTOGRAPHY

MAY 2021, 2

EU

“Given recent developments in
the Quantum Computing race
among industries and nation
states, it seems prudent for
Europe to start considering
mitigation strategies now.”

ENISA (2021): Post-Quantum Cryptography: Current state
and quantum mitigation.
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https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Brochure/quantum-safe-cryptography.pdf?__blob=publicationFile&v=4
https://doi.org/10.6028/NIST.IR.8413
https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF
https://www.enisa.europa.eu/publications/post-quantum-cryptography-current-state-and-quantum-mitigation/%40%40download/fullReport

Quantum-Resilient Security Controls

Our Assets
TraditiqnaI/CIassicaI Quantum-Resilient (QR)
Security Controls Security Controls
. ) — — — o)

Secure Boot Secure Update QR Boot QR Update

‘ Kyber
oy UL i — Dilithium
SPHINCS+
Falcon
XMSS

\ &j)--
Secure Access Secure TLS QR Access QR TLS
o /
VULNERABLE SECURE
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Quantum-Resilient Security Controls )

Remote Update - QR-Boot & QR-Access FIexi.b.iIity
Communication - Hybrid Certificates ar:
77t
v= Proof of Concepts Readiness
( . -SW & HW Compliance
P / Efficiency
- Multiple Patent Filings lbb Security
9,
¢
Remote control Remote Efficiency: Much faster than RSA and ECDSA (certai
Diagnostic iciency: Much faster than an (certain usecases)
Emergency / s . . . .
Breakdown Flexibility: Trade-offs possible without affecting security

calls

_’O \ ) l Security: Tighter bounds; stronger guarantees; weaker assumptions
)

Crypto Agility: To maintain the current levels of security through lifecycle

SOS
Compliance: CNSA? FIPS 140-47? ...
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