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● Known as Mr-IoT
● Founder of IoTSecurity101 Community
● Null/OWASP Bangalore Chapter Leader
● Published articles in multiple magazines
● Just another guy from IoT World
● Works with crestron electronics as senior product security engineer 
● Open Projects IoT-PT OSv1,ICE-Bite
● And many other interesting projects like “commandinwifi” and 

unpublished one’s



IoT Security 
Introduction 

• The Internet of Technology (IoT) is a vast network of interconnected physical devices that can exchange 
data via the internet. These devices could be smaller in size & can have sensors to perform numerous 
tasks in manufacturing units, factories, and enterprises without human intervention.

Why it is important
• IoT Devices can be access points for hackers
• IoT Devices are important to manage and patch
• Device Integrity and Functionality
• Operational Continuity
• Privacy Preservation



IOT Security Challenges

Best Practices:

• Profile Every Device
• Segment Devices
• Implement Zero-Trust 

Architectures
• Limit Network Endpoints
• Routinely Monitor and Scan
• Risk Assessments
• Communication Channels
• Update Software
• Routines with latest Patch updates
• Change Default Passwords
• User Awareness
• Updated software and firmware
• IAM
• Latest encryption Mechanisms



What is IoT-SMM - Security Mature Model

● It's just another compliance standard

● Confidence in the effectiveness of a security implementation

● GAP analysis in existing model

 

● Understanding better in security hardening practices and vulnerability patch 

management



What Exactly SMM Covers..

● Overview and Relationship: Introduction to the SMM and its relationship with 
other IIC documents.

● Security Maturity Model: Framework for assessing and improving security 
maturity.

● Domains, Subdomains, and Practices: Detailed explanation of governance, 
enablement, and hardening domains, and their subdomains and practices.

● Implementation Process: Steps for applying the model, including 
establishing context, setting targets, conducting assessments, gap analysis, 
and roadmap creation.

● Case Studies: Real-world examples demonstrating the application of the 
SMM.

● Annexes: Additional resources such as acronyms, glossary, references, and 
author information.



How it works

● Establish Context: Define the scope and context for security assessment.

● Set Security Maturity Targets: Establish desired security levels for different 

domains.

● Conduct Assessments: Evaluate current security practices and compare 

them to targets.

● Gap Analysis: Identify gaps between current and target states.

● Develop Roadmaps: Create actionable plans to address gaps and enhance 

security.

● Continuous Improvement: Regularly reassess and update security practices 

to adapt to new threats and requirements



Security Mature Model



Security 
Mature Model



Hardening



IoT SMM Comprehensive Levels
Level 0 - none

 No Security Practices Applied; no assurance practiced applied

 Level 1 - Minimum

 Minimum Security Practices Applied; no assurance practiced applied

Level 2 - Ad hoc

 Practices cover main use cases and well-known security incidents

Level 3 - Consistent

 Practices consider best practices, standards, regulations, etc.

Level 4 - Formalized

 Well-established processes for practice implementation; continuous 

support and enhancements.



Password Management Practice
Level 1 (Minimum):

● Objective: Establish basic password management.

● General Considerations: Use simple password policies.

● What needs to be done: Implement minimum length and complexity 

requirements.

● Indicators of Accomplishment: Basic password policy documentation.



Practical Implementation:



Password Management Practice
Level 2 (Ad Hoc):

● Objective: Introduce ad hoc password practices.

● General Considerations: Address common password threats.

● What needs to be done: Educate users on common password security 

practices and enforce periodic password changes.

● Indicators of Accomplishment: Documented training sessions and records of 

password changes.



Practical Implementation:



Practical Implementation

r00t@123

Admin@123

P@ssw0rd@123#

Recognized as strong passwords by the policies - because satisfying 

requirements 

But these known strong passwords - leads bruteforce



Password Management Practice
Level 3 (Consistent):

● Objective: Consistently apply password policies.

● General Considerations: Align with best practices and standards.

● What needs to be done: Enforce multi-factor authentication (MFA) and 

regularly review password policies.

● Indicators of Accomplishment: Regular audits and compliance reports.



Practical Implementation

https://pages.nist.gov/800-63-3/sp800-63b.html



Password Management Practice
● Level 4 (Formalized):

● Objective: Formalize advanced password management.

● General Considerations: Use advanced security measures and continuous 

improvement.

● What needs to be done: Implement automated password management tools, 

conduct continuous security awareness training, and integrate with other 

security systems.

● Indicators of Accomplishment: Continuous monitoring reports, audit logs, and 

up-to-date training records.



Practical Implementation.



Monitoring SMM



Q&A
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