CYBER RESILIENCY
AND

RAIL TRANSPORTATION

the present, the future, and
the challenges
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- the present

critical infrastructure sector

* highly regulated T
« complex, interconnected, moving and geographically B Fji féj
distributed systems | T T

evolving threat landscape
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in middle of modernization and digitization.

External
Networks

loosely connected OT and IT layers

cybersecurity compliances:
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Transportation and shipping reported
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5 | Updated May 13, 2025

as second most targeted sector present

Cybersecurity threats in the transportation and shipping sectors are on the rise.

Advanced persistent threat (APT) detections targeting the U.S. in Q12025 were
2.4 times or 136% higher than the level seen in Q4 2024, according to a recent
report by Al-powered cybersecurity firm Trellix. The CyberThreat Report: April
2025 shows that among those APTs, the telecommunications was the top
targeted sector, receiving 47% of all detections, followed by transportation and
shipping at 36%.

~ Dark Reading

Pro-lranian Attackers Claim to Target Israeli Railroad
Network

The pro-lranian Cyber Avengers hacktivist group has claimed to have hit yet another
Israeli public service, supposedly revealing information about the. .
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'89 hours of non-stop work' — Ukrainian Railways' battle
against a cyberattack by 'the enemy’

It would take 89 hours of non-stop work to get the computer systems back online, and
even now the company's servers are struggling with demand.
1 month ago
rT Railway Technology
Belarus hackers attack train systems to disrupt Russian
troops’ movement

Belarus hackers attack train systems to disrupt Russian troops. The aim of the attack
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Cyber Attack on UK Train Station WiFi Sparks Safety
Concerns

The recent cyber-attack on the train network, originating from within, underscores a
critical vulnerability in public WiFi systems and exposes. ..
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Cyber Attacks on Railway Systems Increase by 220%
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Cyberattack Causes Trains to Stop in Denmark

Cyberattack Causes Trains to Stop in Denmark __ Trains stopped in Denmark on
Saturday as a result of a cyberattack The incident shows how an__
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Global Cyber Attack Hits Deutsche Bahn

The global Trojan attack began affecting the company Friday night and into Saturday. It
has hit digital passenger information displays in stations.

13 Mav 2017

wT  The Moscow Times

Mass Cyberattack Disrupts Online Services for Russian
Railways

“Our website and mobile application have been subjected to a mass DDoS attack,”
Russian Railways said on Telegram. “We're working to restore. .
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- the future

emerging technology

IEC 63452

- afuture railway cybersecurity
international standard that will build
upon IEC 62443 and TS 5070],
aiming to unify cybersecurity
management in railway systems. ’
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Meoasures

TSA Security Directive
1580/1582

focuses on strengthening
cybersecurity measures for
passenger and freight railroads.

The Cyber Resilience Act (CRA)

european union regulation aimed
at strengthening cybersecurity for
digital products and services,

—

Network and Information
Security Directive 2 (NIS2)

european regulation mandating
strong cybersecurity measures
and incident response plans for
organizations across member
states.



- the challenges

technology

= Jegacy systems, Long Lifespan of Systems, and retrofitting of new technology

» Jack of standardisation around how devices.communicate and connect, securely, with
wider networks.

= wireless communication and insecure protocols
= patching and updates

operation / management
= supply chain security

= balance between safety & operational requirements, business competitiveness and cybersecurity

people

» shortage of railway system aware cybersecurity professionals

* Human error, lack of security awareness, and insider threats also contribute to the risk landscape.
« Too many chefs in kitchen



WE ARE WABTEC

TRANSIT THAT
SPANS MORE THAN
100 COUNTRIES

2022 REVENUES

GLOBAL EMPLOYEES

COUNTRIES WITH
WABTEC OPERATIONS

FORTUNE 300
COMPANY

GLOBAL LOCOMOTIVES
IN OUR INSTALLED BASE

PATENTS
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Wabtec

CORPORATION

Revolutionize the way the world moves for future generations

TRANSIT

B DiGiTAL INTELLIGENCE

COMPONENTS AND
INDUSTRIAL SOLUTIONS

20% of the world’s freight is moved by a
Wabtec locomotive.

Wabtec has helped customers save $1.3 billion
in fuel to date, while slashing 3.8 million metric
tons of CO2.

Wabtec provides products and components
to virtually every major rail transit system
around the world.

One in five freight rail cars in operation have
Walbtec products on them.
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