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1 — Expanding attack surface in connected rail infrastructure

2 — IoT/OT threats and risks

3  — Emerging trends and R&D opportunities
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Expanding attack surface in connected rail infrastructure
Chapter 1
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Introduction

Ref: https://www.txone.com/blog/potential-threats-to-railway-industry/ 

Modern rail is a highly complex cyber physical system. Every sub-system is a possible attack surface

https://www.txone.com/blog/potential-threats-to-railway-industry/
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Cyber attacks are an extension of the physical attacks on rail infrastructure
Attacks against railway infrastructure

No. of attacks per country since the invention of railways No. of casualties per country since the invention of railways
Ref: https://www.american-cse.org/csce2023-ieee/pdfs/CSCE2023-
5LlpKs7cpb4k2UysbLCuOx/275900c419/275900c419.pdf 

Ref: https://www.controlglobal.com/blogs/unfettered/blog/33015054/cyber-
related-rail-incidents-have-killed-more-than-490-people 

https://www.american-cse.org/csce2023-ieee/pdfs/CSCE2023-5LlpKs7cpb4k2UysbLCuOx/275900c419/275900c419.pdf
https://www.american-cse.org/csce2023-ieee/pdfs/CSCE2023-5LlpKs7cpb4k2UysbLCuOx/275900c419/275900c419.pdf
https://www.controlglobal.com/blogs/unfettered/blog/33015054/cyber-related-rail-incidents-have-killed-more-than-490-people
https://www.controlglobal.com/blogs/unfettered/blog/33015054/cyber-related-rail-incidents-have-killed-more-than-490-people
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Recent attacks target digital railway infrastructure
Attacks against railway infrastructure 

Radio Stop signal over VHF 150 MHz in Poland Mysterious breakdowns due to controller logic in Poland Disabling Automatic Train Control System in Belarus

Russian attack on Czech Signaling systems
Arson attacks to destroy cabling boxes in France
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IoT/OT threats and risks
Chapter 2
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Train control system can be moved to unsafe states
IoT/OT threats and risks

[1] S. Soderi, D. Masti, M. Hämäläinen, and J. Iinatti, “Cybersecurity Considerations for Communication Based Train Control,” IEEE Access, vol. 11, pp. 92312–92321, 2023, doi: 
10.1109/ACCESS.2023.3309005.
[2] “How secure is ERTMS.pdf,” Accessed: Jun. 13, 2024. [Online]. Available: https://openaccess.city.ac.uk/id/eprint/1522/1/How%20secure%20is%20ERTMS.pdf

Physical threat

Modify Spoof Jam

• Eurobalise has been repeatedly shown to be a very viable threat vector 
[1,2]

• Same can apply for RFID tags

Erroneous  track data 
to calculate movement 

authority can lead to 
accidents!

RFID tags

Malicious RFID data 
• Can imply wrong movement authority
• Can lead to fatalities

openETCS is designed to meet the requirements for Safety 
Integrity Level 4 (SIL 4) according to the EN 50128 standard

Delhi Metro ATO Trial incident in 2017

https://doi.org/10.1109/ACCESS.2023.3309005
https://openaccess.city.ac.uk/id/eprint/1522/1/How%20secure%20is%20ERTMS.pdf
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All interfaces between untrusted zones are subject to threats
IoT Threat modeling applied to trains

https://tst.duit.in.ua/index.php/tst/article/view/397

Example systems monitored or controlled  using IoT in trains

https://www.mdpi.com/1424-8220/17/6/1457
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With Great Power comes Great Responsibility
Cross domain threats: Energy x Rail

Ref: https://link.springer.com/chapter/10.1007/978-981-13-6589-8_1 

Demonstration

CVE – 2023-2625. CVSS 8 (NIST).  CVSS 9 (Hitachi Energy)
URL: https://nvd.nist.gov/vuln/detail/CVE-2023-2625 

https://link.springer.com/chapter/10.1007/978-981-13-6589-8_1
https://nvd.nist.gov/vuln/detail/CVE-2023-2625
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Emerging trends and R&D opportunities
Chapter 3
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Regulatory guidance to industry
Rail cybersecurity trends
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Iterative automated threat modeling using LLM
Threat modeling

LLM PROMPT BASED THREAT MODELING INTERFACE 

AUTO GENERATE PRELIMINARY THREAT MODELS

CRITICAL THREAT FILTERING and AUTOMATED PRIORITIZATION

https://community.iriusrisk.com/ https://rd.hitachi.com/_ct/17701263 

https://community.iriusrisk.com/
https://rd.hitachi.com/_ct/17701263
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Greybox Fuzzing IoT/OT software
Fuzz Testing

Running with bridgeRunning without bridge

Hook

Performance boost

Demonstration

Press Release: https://rd.hitachi.com/_ct/17722949 

URL: 

https://github.com/AFLplusplus/AFLplusplus/tree/stable/qemu_mode/hooking_bridge

Presentation at Linux Foundation SOSS’24 event, Atlanta, USA

URL: https://www.youtube.com/watch?v=qx1PCjQ1bCA&t=307 s 

 

https://rd.hitachi.com/_ct/17722949
https://github.com/AFLplusplus/AFLplusplus/tree/stable/qemu_mode/hooking_bridge
https://www.youtube.com/watch?v=qx1PCjQ1bCA&t=307s
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Thank you

www.hitachi.com

http://www.hitachi.com/
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What do you think is the major cyber threat to Indian Railways?

A. Nation state hack to cripple the system, cause accident

B. Ransomware attack on Ticketing Portal, personal information

C. Physical attack on wayside signals impacting the operations

D. Cyber attack on the Rolling stock IoT devices 

QUIZ


	Slide 1: Challenges and Research directions in Securing the Connected Rail infrastructure 
	Slide 2
	Slide 3: Agenda
	Slide 4: Expanding attack surface in connected rail infrastructure 
	Slide 5
	Slide 6
	Slide 7
	Slide 8: IoT/OT threats and risks
	Slide 9: Train control system can be moved to unsafe states
	Slide 10: All interfaces between untrusted zones are subject to threats
	Slide 11: With Great Power comes Great Responsibility
	Slide 12: Emerging trends and R&D opportunities
	Slide 13: Regulatory guidance to industry
	Slide 14: Iterative automated threat modeling using LLM
	Slide 15: Greybox Fuzzing IoT/OT software
	Slide 16: Thank you
	Slide 17:  What do you think is the major cyber threat to Indian Railways?  A. Nation state hack to cripple the system, cause accident  B. Ransomware attack on Ticketing Portal, personal information  C. Physical attack on wayside signals impacting the ope

